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Warranty Notice

Each Elspec product is warranted to be free from defects in material and work-
manship under normal use and service. The warranty period is one year and be-
gins on the date of shipment. Parts, product repairs, and services are warranted
for 90 days. This warranty extends only to the original buyer or end-user cus-
tomer and does not apply to fuses, disposable batteries, or to any product which,
in Elspec's opinion, has been misused, altered, neglected, contaminated, or dam-
aged by accident or abnormal conditions of operation or handling. Elspec war-
rants that the software will operate substantially in accordance with its functional
specifications for 90 days and that it has been properly recorded on non-
defective media. Elspec does not warrant that the software will be error free and
operate without interruption.

Elspec authorized resellers shall extend this warranty on new and unused prodcts
to end-user customers only but do not have authority to extend a greater or dif-
ferent warranty on behalf of Elspec. Warranty support is available only if the
product is purchased through an Elspec authorized sales outlet or Buyer has paid
the applicable international price. Elspec reserves the right to invoice Buyer for
importation costs of repair/replacement parts when the product is purchased in
one country are submitted for repair in another country.

Elspec’s warranty obligation is limited, at Elspec's option, to refund of the pur-
chase price, free of charge repair, or replacement of a defective product which is
returned to Elspec within the warranty period.

To obtain warranty service, contact Elspec directly to obtain return authorization
information, and then send the product to Elspec, with a description of the prob-
lem, postage and insurance prepaid (FOB destination). Elspec assumes no risk
for damage in transit. Following warranty repair, the product will be returned to
the Buyer, transportation prepaid (FOB destination). If Elspec determines that
the failure was caused by neglect, misuse, contamination, alteration, accident, or
abnormal condition of operation of handling, including overvoltage failures
caused by use outside the product's specified rating, or normal wear and tear of
mechanical components, Elspec will provide an estimate of repair costs and ob-
tain authorization before commencing work. Following repair, the product will
be returned to the Buyer, transportation prepaid, and the Buyer will be billed for
the repair and return postage transportation charges (FOB Shipping Point).

This warranty is the Buyer's sole and exclusive remedy and is in lieu of all other
warranties, express or implied, including but not limited to any implied warranty
of merchantability or fitness for a particular purpose. Elspec shall not be liable
for any special, indirect, incidental, or consequential damages or losses, includ-
ing loss of data arising from any cause or theory.

Since some countries or states do not allow limitation of the term of an implied
warranty, or exclusion or limitation of incidental or consequential damages, the
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limitations and exclusions of this warranty may not apply to every buyer. If any
provision of this Warranty is held invalid or unenforceable by a court or other
decision-maker of competent jurisdiction, such holding will not affect the valid-

ity or enforceability of any other provision.
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Introduction

The ELSPEC G4500 BLACKBOX Portable is the next generation in electrical
Power Quality recorders and analyzers. Powered by revolutionary PQZip' com-
pression technology, the G4500 BLACKBOX is capable of recording up to 1000
times more information than competitive instruments with equivalent memory
sizes. Practically, the G4500 BLACKBOX is designed to store continuously, cy-
cle by cycle, all parameters of data, including waveforms at maximum resolution
for more than a year, internally, without the need of an external storage device or
computer. The integrated PQSCADA software package provides an innovative
and convenient way of performing even the most complicated power quality in-
vestigations. A State of the Art PQSCADA Investigator application helps to ex-
plore power quality events, zooming in and out on any parameter at High Defini-
tion resolution, from months to microseconds in mouse-click speed and simplic-

ity.

The following are key features of the G4500 BLACKBOX Portable:

¢ No field setup required: Powered by a unique, continuous all-parameters recording
with self-identifying current probes, the BLACKBOX Portable does not require any
field setup or configuration for most of the usage scenarios (except PT/CT ratios)

e 8 GB of internal memory: Capable of storing more than a year of continuous, all-
inclusive data with 1024 samples per cycle resolution for AC voltages and 256 samples
per cycle resolution for currents

e Integrated WEB server: and wireless Wi-Fi router and access point for the most con-
venient control and operation

! Refer to “PQZip” chapter on page 106 for more information

Elspec | Introduction
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e Mobile Analysis Lab A Touch screen, LCD display for setup, control, and comprehen-
sive power quality analysis which offers a full Tablet PC functionality

e Up to 9 AC measurement channels 4 AC/DC Voltages, 5> AC currents

e Additional 2 DC measurement channels Additional DC Voltage and DC current
channels for simultaneous primary/secondary assessment of DC voltage converters

¢ Internal and external (PT100) temperature recording Internal and (optional) exter-
nal temperature is recorded during the entire measurement session

e Superior time synchronization Ultimate time synchronization abilities for the most ac-
curate multi-point assessment

e Integrated rechargeable battery For up to 2 hours of self-powered operation

Safety Information

To avoid electrical shock or fire:

e Review the entire manual before using the Instru-
ment and its accessories and observe all warnings
and cautions.

e Avoid working alone.

e Do not operate the Instrument around explosive
gas or vapor.

e Use only insulated current and voltage probes.

e Before use, inspect the Instrument, voltage and
current probes, leads and accessories for mechani-
cal damage, and replace when damaged. Pay spe-
cial attention to the insulation surrounding the
connectors and plugs.

e Remove all probes, test leads, and accessories that
are not in use.

e Make sure the Instrument is properly grounded

2A 5™ DC current channel could be operated for “Earth” AC/DC current recording in 256 samples per
cycle resolution.

Safety Information | Elspec
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through the power cord to protective earth ground.

¢ Do not apply input voltages above the rating of the
Instrument as shown on the name plate.

¢ Do not insert metal objects into connectors and
openings.

e Never open Instrument’s enclosure during opera-
tion; dangerous voltages are present.

e  Use the Instrument only as specified in this man-
ual, or the protection provided by the Instrument
may be impaired.

e Do not expose the Instrument to extreme moisture
and or rain.

e Do not operate the Instrument or its accessories
when found wet for any reason.

e All accessories, including external probes, should
be UL Listed.

The Hardware

Specifications

General

= oy e 100-240V RMS £10% 47-63Hz, 35W
48VDC (35- 55V)

Operation Time during Interrup-

tions

(internal UPS operation)

Internal memory capacity for data 32GB

>2 hours on fully charged battery
25 seconds minimum on empty battery

Maximum recording period Unlimited
Maximum Number of Events Unlimited
Typical recording period 12° months of continuous, every cycle data

Non synchronized: Not more than +1s/day

Real-time clock accurac . .
y Synchronized”: up to +50uS all times

* Based on 700MB per month PQZip settings

4 Required high accuracy GPS time source

Elspec | The Hardware
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Clock/Calendar
Dimensions
Mass (Weight)

Power Quality Standard confor-
mance

Leap years, 24-hour clock
250 x 60 x 300 mm

3.7 kg

IEC61000-4-30 Class A
IEC61000-4-15

EN50160

IEEE519

Voltage and Current Inputs

Input channels

Voltage channels

Current channels

Measuring method

Voltage: 4AC/DC + 1DC

Current: 4AC + 1AC/DC

Input resistance: 3 MQ

Input capacitance: < 20pF

Self-identifying probes

Types available: current probes, flexible
Rogowski coil types

Simultaneous digital sampling of voltages
and currents. Digital PLL synchronized sam-
pling, internal frequency reference used dur-
ing voltage drops.

Synchronization and sampling

PLL-Synchronized source

PLL Lock Range

Sampling Frequency

The PLL synchronized automatically to the
best out of L12 (between L1-L2 lines) and

L3-G (between L3 to earth) measurement
channels

42.5 to 69Hz

Voltage: 1024 samples/cycle

Current: 256 samples/cycle

Auxiliary DC Voltage: 200mS

Measurement Ranges
Voltage Measurement Range
Current Measured Range

Internal temperature
External temperature (PT100)

AC Voltage: CAT IlI* 1kV RMS, 3mA +8kV
Transients

DC Voltage: CAT llI* £1kV DC, 3mA
Depends on current probe used

-40C° : +125C°

-100C° : +99C°

Measurement Accuracy
Voltage Inputs

Standard IEC 61000-4-30 Class A

Compliance

Internal temperature
External temperature (PT100)

The Hardware | Elspec
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* Time Clock Uncertainty

* Flagging

e Transient Influence Quantities
<1%

1%



Frequency

Magnitude of Supply Voltage

Under-Deviation and Over-

Deviation
Flicker

Supply Voltage Dips and Swells

Voltage Interruptions
Unbalance

Harmonics

Interharmonics

G4500 BLACKBOX PORTABLE OPERATIONAL MANUAL

Uncertainty Measuring Range
+10 mHz 425 Hz - 69 Hz
10.1% of Udin 10% — 150% of
udin
+0.1% of Udin 10% — 150% of
udin
+5% of reading 0.2 - 10 Pst
Magnitude: £0.2% of N/A
Udin
Duration: £1 cycle
Duration: +1 cycle N/A
+0.15% 0.5% — 5% u2
0.5% — 5% u0
IEC 61000-4-7 Class | | 10% — 200% of
Class 3 of
IEC 61000-2-4
IEC 61000-4-7 Class | | 10% — 200% of
Class 3 of
IEC 61000-2-4

Transient Voltage detection

Measurement type

Full scale
Sample resolution
[ EEES

1024 samples/cycle wave shape sampling,
no peak detect

8000 V pk

19.5uSec (50Hz) 16uSec (60Hz).

Color display

Optional B/W display
Integrated WEB server

Integrated FTP server

Integrated Telnet server
Communication

Touch screen “Mobile Analysis Lab” with
complete tablet PC functionality

POE self powered G4100 display

Full control and real time monitoring

A standard interface for a main storage
memory

Command line control and troubleshooting

Ethernet Ports

Power Over Ethernet (PoE)

Wi-Fi interface
Serial Interface
Digital I/O
Relay
Extension slot

Supported Protocols

Wireless Security

3 x 10/100Mb Fast Ethernet Ports,
Integrated router, NAT and Firewall
Available as output,13Watt

802.11 b/g with integrated antenna
1 x RS-232, 1 x RS-485

4 x 5-24VDC digital inputs

1x 150V, 10A

1XPCMCIA

HTTP, FTP, TELNET, OPC DA, Modbus
RTU,

WEP, WPA(TKIP), WPA2(AES),
WPA2(Mixed)
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Environmental and safety Specifications

Indoors or in covered area outdoors, up to

Operating Environment 2000 m latitude

Storage Temperature and -20 °C to 60 °C, 80% rh max, non-
Humidity condensing
Operating Temperature and 0 °C to 50 °C, 80% rh max, non-condensing
Humidity
Enclosure Protection IP30 (per EN 60529)
Standard Conformance
EN61326
EMC FCC part 15, subpart B
Safety EN61010-1 (Ed.2, 2001)

*INTENDED USE Measurement Category — CATIII: Performing voltage and
current measurements inside electrical cabinets, on distribution boards, circuit
breakers, wires, cables in fixed installations, etc.

- The Hardware | Elspec
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Physical Dimensions
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Default Accessories

The following are the standard accessories that come shipped with the de-

vice:

Description Illustration
| sy | Yot e
0000 np
nality
MEB-2999- .
1 0000 Trolley Carrying Case
PQSCADA- Power Quality
1 SOF-4000- | Management Software En-
XXXX terprise Edition installation
CD
Flexible AC current clamps
4 2&’1’9045' 3000A (Diameter: 80 CM
cable length: 2M)
1 EAH-4123- | AC Voltage Cord with Croco-
5100 dile Clip + Fuse (1.2M)
1 EAH-4123- | Red AC Voltage Cord with
5200 Crocodile Clip + Fuse (1.2M)
1 EAH-4123- | Blue AC Voltage Cord with
5300 Crocodile Clip + Fuse( 1.2M)
1 EAH-4123- | Yellow AC Voltage Cord with
5400 Crocadile Clip + Fuse(1.2M)
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EAH-4123- | Green AC Voltage Cord with
9500 Crocodile Clip(1.2M)
EAH-4123- | Black DC Voltage Cord with
5100 Crocodile Clip + Fuse (1.2M)
EAH-4123- | Red DC Voltage Cord with b
5200 Crocodile Clip + Fuse (1.2M)
ENT-1002- | 48VDC terminal block con- [
0190 nector (RoHS Compliant)
ENT-1002- Temperature Sensor terminal
0191 block connector PT100 type
(RoHS Compliant)
ENT-1004- RS4$5/422 Communication
0190 terminal block connector
(RoHS Compliant)
ENT-2008- | Multi IO terminal block con-
0190 nector (RoHS Compliant)
TOE-0010- | LAN communication cord 6 -
0013 length: 2M e
Power Cable for Cont. Eu-
EPC-2012- .
219C0 0 rope 10A/125V, straight,
1.8M, Black
Power Cable for North Amer- @:r
55;7012' ica 10A/125V, straight, 1.8M,

Black
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Optional Accessories

August 2010

3000 Amp Flexible Current Clamp

Ordering information
(part name)

SOA-9045-3001

Loop length

80cm

Measurement range

Up to 14000A AC

Linearity

<0.3%

Operating temperature

-20°C to + 60°C

Cable length

2M

300 Amp Flexible Current Clamp

Ordering information (part name) | SOA-9045-3000
Loop length 45cm
Measurement range Up to 1400A AC
Linearity <0.3%
Operating temperature - 20°C to + 60°C
Cable length 2M

Mini Clamp — 1 to 6 Amp

Ordering information
(part name)

SOA-0130-0100

A “hole” dimensions 10mm Max
Up to 6A AC (1A
Measurement range nominal)

Operating tempera-
ture

- 20°C to + 60°C

Cable length

1.2M
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Mini Clamp — 100 Amp

Ordering information

SOA-0180-5000
(part name)

A “hole” dimensions 10mm Max
Up to 100A AC
Measurement range .
(100A nominal)
Operating temperature -20°Cto + 60°C
Cable length 1.2M

Controls and Indicators

Front Panel

o, N,

l- sl

@ggg
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Rear Panel

& P oL
"///, //
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Reference

1 Wi-Fi activity indicator The Wi-Fi Access Point on page 29

2 Wi-Fi antenna The Wi-Fi Access Point on page 29

3 Auxiliary power supply Auxiliary Power Supply on page 25
socket

4 Digital Inputs socket Digital Inputs on page 34

5 RS232 communication RS232 Interface on page 32
socket

g  Ro485/422 communication  oo/o5100 |nterface” on page 32
socket
WAN - 10/100Mb RJ45 .

7 Ethernet socket Ethernet Ports View on page 28
LAN1 - 10/100Mb RJ45 .

8 Ethernet socket Ethernet Ports View on page 28
LAN2/LCD - 10/100Mb .

9 RJ45 Ethernet socket Ethernet Ports View on page 28

10 PCMCIA Extension slot TBD

11 Battery status indicator Battery Status Indicator” on page 25

12 S);;eratmnal status indica- Operational Status Indicator on page 26
External temperature

13 Temperature Sensor on page 34
sensor socket

14 Reset to “factory defaults Reset Button on page 35
button

15 Oper_atlc?n ON/OFF switch Operation ON/OFF Switch’s Indicator on page 26
with indicator

16 |T1 \(oltage presence Indication on page 17
indicator

17 ITZ \{oltage presence Indication on page 17
indicator

18 |T3 Yoltage presence Indication on page 17
indicator

19 L1 C.u”?m probe AC Current Channels on page 18
detection indicator
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Description

For details refer to:

20 I.Z/Lz. cu.rrent probe detec- AC Current Channels on page 18
tion indicator
21 |.3/L3. cu."em probe detec- AC Current Channels on page 18
tion indicator
22 I4/Neu.tral .Cur.rent probe AC Current Channels on page 18
detection indicator
23 !dc{Earth probe detection Auxiliary AC/DC Current Channel on page 19
indicator
24 Vdc “presence” indicator Auxiliary DC Voltage Channel on page 17
25 L1 voltage sensor socket Voltage Inputs on page 16
26 Neutral voltage sensor Fast AC/DC Channels on page 16
socket
27 L2 voltage sensor socket Voltage Inputs on page 16
Earth/Ground reference
28 socket Voltage Inputs on page 16
29 L3 voltage sensor socket Voltage Inputs on page 16
30 I1/L1 current probe socket ~ AC Current Channels on page 18
31 I2/L2 current probe socket AC Current Channels on page 18
32 I3/L3 current probe socket  AC Current Channels on page 18
33 '4/Neutral current probe AC Current Channels on page 18
socket
34 lde/Earth current probe Auxiliary AC/DC Current Channel on page 19
socket
35  Vdc (minus) probe socket Auxiliary DC Voltage Channel on page 17
36  Vdc (plus) probe socket Auxiliary DC Voltage Channel on page 17
Main Power supply
37 ON/OEE Switch Power Supply on page 24
38 Fuse holder Power Supply on page 24
Main Power Supply inlet
39 S—— Power Supply on page 24
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Voltage Inputs

The BLACKBOX Portable provides 4 fast sampling AC/DC voltage inputs and
an auxiliary DC voltage input.

Fast AC/DC Channels

The fast sampling AC/DC channels are designed for AC network monitoring but
are suitable for DC voltage readings as well. The inputs are marked as L1, L2,
L3, and N with corresponded colors Red for L1, Yellow — L2, Blue — L3 and
Black for an N (Neutral).

All inputs are sensed/sampled simultaneously and continuously at 1024 samples
per cycle resolution using the Earth terminal (Green colored) as a reference. The
Phase (line to neutral) and Line (line to line) voltages are further calculated by a
digital signal processor unit at the same 1024 samples per cycle resolution.

Specifications 1+8kV peak (to Earth terminal)
Maximum voltage

Maximum continuous | 1kV (to Earth terminal)
voltage

Maximum voltage 10kV
between channels

Input impedance (to >3 MQ
Earth terminal)

Input capacitance < 20pF

Reference Earth terminal
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Recording resolution | 1024 samples per cycle’, continues

A/D resolution 16Bit normal range + 16Bit extended range

PLL-Synchronized The PLL synchronizes automatically to the best out of

source L12 (between L1-L2 lines) and L3-G (between L3 to
earth) measurement channels

PLL Lock Range 42.5 to 69Hz

PLL frequency when | 55Hz
out of range

PLL sensitivity 5% of nominal
Indication LEDs 10V AC
Indication

The L1, L2 and L3 voltage input channels are equipped with presence- indica-
tion LEDs. On voltage levels of above 10% of the nominal value the LED light
illuminates in blue.

Auxiliary DC Voltage Channel

The auxiliary DC voltage channel provides an additional and independent input
to the main AC/DC channel DC voltage readings. This is mainly suitable for a
voltage converter DC link side reading while the main voltage channels are on
the grid side.

DC Voltage Specifications

Maximum voltage +1kV

Maximum continues
voltage

Galvanic insulation
from the main AC/DC 3kV
voltage channels

+1kV

Recording resolution 200mS

> Defined by PLL frequency
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Indications (Vdc LED) > 120V (blue)

Current Inputs

The BLACKBOX Portable provides 4 AC and 1 AC/DC current measurement
channels/inputs.

AC Current Channels

The AC current Channels are marked as 1-4 (see picture above).

The inputs are designed to operate only with Elspec G4500 BLACKBOX com-
patible current probes. When the probe is connected and indentified, the corre-
sponding LED illuminates in blue.

Maximum input 5VDC
voltage
Recording reso- 256 samples per cycle,
lution continuous
AC voltage output
Suitable probe probes
types Rogowski flexible
probes
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Auxiliary AC/DC Current Channel

The Auxiliary AC/DC Current Channel is marked as Idc.

Maximum voltage 5vDC

Recording resolution 256 samples per cycle, continuous

Suitable probe types AC/DC voltage output probes
Rogowski flexible probes

Power Type Diagrams

The G4500 BLACKBOX Portable is designed to serve in virtually any power
topology configuration. Below are some of the most popular power types with
suggested connection diagrams.

Single Phase with Neutral

+

. F "

[ ) A
€50urce

- N

N

- ] : Earth

Earth
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Single Phase without Neutral

Pl

A
[ Earth
Earth
M B
Single Split Phase
~
| A

® Earth
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Three Wire Delta

=~
(v A
. Earth
% | Earth
A 8
—p
o Y C

& D B

) ) (B) (B)

Four Wire WYE

- ) [1
Wkl e I 1 ) ) Z- i | :| _L
o U
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Three Wire WYE

A
_J . Earth

Q!

& D B

) (@) (@) @

=~
© C
=
AV A
~
\v) N
. Earth
—
Earth * B
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Delta Open Leg

Earth
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Power Supply

The BLACKBOX Portable can be powered by a main AC/DC or auxiliary DC
power supply. The auxiliary power supply can be used with the main power sup-
ply at the same time, providing better redundancy.

Main Power

When the Main Power Supply ON/OFF switch (refer to Rear Panel on page
13) is switched ON, the internal battery starts charging regardless of an Opera-
tion ON/OFF switch position.

[

"»-_-'.-... =R B o g \
©© A TR
| @e ®®®®®%@ V2

100-240V AC +10%, 50/60Hz

OR
120-370V DC
35 Watt maximum

2A/250V fuse
Allow only suitable fusg
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Auxiliary Power Supply

48V DC
(35- 55V)
35 Watt maximum

No replaceable fuse protection!

The 48VDC power supply should be isolated from the
mains by double or reinforced insulation.

Status Indications

Battery Status Indicator

(Refer to: Front Panel on page 12)

Flashing Main or auxiliary power applied, Bat-

blue tery charging =r .

Solid blue | Main or auxiliary power applied, Battery el
fully charged

Red No main or auxiliary power available,

Powered by internal battery
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Operation ON/OFF Switch’s Indicator

(Refer to: Fro

Flashing blue

nt Panel on page 12)

Booting or shutting down

Solid blue

Normal operation

Operational Status Indicator

(Refer to: Front Panel on page 12)

Solid blue

Normal operation, PQZip recording active

Solid Red

PQZip OFF / Flash Error / DSP Error / Error
in initialization

Blinking
Blue

Initialization state

Blinking
Red

Communication Problem / Logger Problem /
Shutdown in process

Internal UPS

The BLACKBOX Portable contains an internal, uninterruptable power supply
module providing a short period of self-powered measurements sessions and/or
power supply interruptions ride-through.

The Internal UPS system contains a lithium battery for a up to 2 hours of fully-
functioning operation and a super capacitors module allowing an additional 25
seconds of short interruptions ride-through even in the case of the main battery
being fully discharged.

The battery and super capacitors modules require no maintenance and are de-
signed for a long service life. However, if the battery shows a significant de-
crease in performance, it should be replaced with a factory original. Consult with
your local Elspec agency for replacement battery ordering information. Please
refer to Replacing the Battery on page 142.
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Grounding
The BLACKBOX Portable contains two independent ground systems:

e Measurement ground: The reference ground for a measured electrical system

e Safety ground: The line cord ground, same potential to all enclosure and connectors-
related metal parts

The ground systems are internally isolated to avoid ground loops when ex-
ternally they could be safely connected to the same or different ground sys-
tems.

&

Maximum permitted voltage between Safety and
Measurement grounds is 2kV DC or 1.5kV AC.
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Networking

Ethernet Ports View

BLACKBOX
Fhy W = <3 Telnet TCP 23
»ELCOM TCP/UDP B85S
~OPCDA oCoOM
—— e — server
FTP Server | |
TCP21/20 | #NTP UDP 123
server, client
1 1
internal Link LANZALCD
< Auto DHCP Disatie v] Auto DHCP Enable ~
ROUTER | W Addiess 192 160,11  Address
Swbmot Mask 26526500 Sutmet Mask
r— el —T
(=]
S — =
=
(2]
1921681254 4
WEB Scrver, TCP 80 v
1

DHCP client DHCP Server DHCP client
1P: Automatic IP: Automatic
192.168.1.1

(BLACKBOX)

192.168.1.254
(Rowter/Gateway)

Subnet:
255.255.255.0

The above figure shows the factory default setting for the internal LAN and its
default IP addresses for external use.
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The BLACKBOX Portable has 3 fast Ethernet link 10/100Mb ports in addi-
tion to the wireless access point:

o Wide Area Network (WAN): Designed to connect the device’s internal LAN with
other types of networks. The most useful usage scenario would be connecting to the ex-
ternal Broadband router such as ADSL, Cable or Cellular for global, over Internet acces-

sibility.
e LANZ1: The main Ethernet port with DHCP server configured as active. This port is the
main choice for a standalone PC or Laptop connection with the unit.

e LAN2/LCD: Direct connection port to the BLACKBOX device, bypassing the internal
router. This port is mainly suitable for connecting the unit with a local LAN of com-

puters.

The Wi-Fi Access Point

Select a network to connect to

Show [All ~ 4
5—5 EG4500_SE7007B4F309  Unsecured network ,55!! E
- . 2 .. | Name: EG4500_5E7007B4F309
5. Office-Wireless Security gigna) Strength: Excellent g!ﬂ!
Security Type: Unsecured
Radio Type: 802.11g
BB QUCASO0BAF2FF  Unsecud SSID: EGA500_ SET007B4F309 M

<#

The BLACKBOX Portable contains an integrated IEEE 802.11g/b router pre-
configured as an industry standard access point. This is to provide the most con-
venient and simplest connectivity with the Mobile Analysis Lab or any other lap-
top or desktop Wi-Fi-enabled PC.

The internal Wi-Fi Access Point is configured by the factory default as an unse-
cure network. The SSID name is configured as EG4500_[device serial number].

The [device serial number] is a unigue string which allows for distinguishing
among several available devices. The device serial number is located on the
name plate as shown below.
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The Wi-Fi link is active when a Wi-Fi activity indicator light is flashing or
solid blue.

A Mobile Analysis Lab or a Single PC Connection

~ WiFi link, up to 54Mb/s
A

Standard Ethernet 10/100Mb/s
Category 5/5e or 6 cable
straight-through or crossover

The most convenient way to connect a Mobile Analysis Lab or any other PC
is by using a Wi-Fi or wired Ethernet link. It is best to make only one con-
nection type at time, and when a wired connection is used, disconnect or dis-
able the wireless link.

Technically, any of the available Ethernet ports can be used for a single PC
connection. However, the most recommended is a LAN1 option (as shown
above) because of the integrated DHCP server available thru that port. When
connected, a PC will automatically obtain an IP address configuration which
allows a seamless connection to the BLACKBOX Portable’s internal
WEB/FTP servers as well as to a router management WEB server.
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Office LAN Connection

When connected to an Office network, it most likely already employs a
DHCP server. Do not connect a BLACKBOX Portable to the office network
by LANL1 port, since an Office DHCP server operation could be interrupted
which could lead to severe network malfunctions.

Use only WAN or LAN2 ports connecting to DHCP active LANs

Serial Communication

The BLACKBOX Portable is equipped with 2 isolated Serial Communication in-
terfaces.
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RS232 Interface

A standard DTE (Data Terminal Equipment) interface suitable for direct
communication with COM compatible interface, such as a standard PC serial

COM port
Description Symbol Pin no.
Data Carrier Detect DCD 1
Receive Data (Serial data input) RDx 2
Transmit Data (Serial data output) | TDx 3
Data Terminal Ready. DTR 4
Signal ground SG 5
Data ready state DSR 6
Request to send RTS 7
Clear to send CTS 8
Ring Indicator RI 9

Specifications

Maximum cable length | Up to 50 feet (15.2m)

TTY mode (HyperTerminal, Telnet emulation)

Supported protocols MODBUS RTU GPS

Duplex Full

Insulation 2kV

Suitable plug connec- | Industry standard D-Type 9 pins, Female
tor type

Baud rate: 19200, Data bits:8 , Parity: None, Stop

Defaul nfiguration )
efault configuratio Bits:1

RS485/422 Interface
A standard RS485 (full duplex) or RS422 (half duplex) interface
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The connector pin description is shown below.

BB

BS485 /422

TXD TxD RxD RxD

<+

Specifications

— | s ] -

Maximum cable length

Up to 500 feet (152m)

Supported protocols

TTY mode (HyperTerminal, Telnet emulation)
MODBUS RTU

GPS
Duplex Half/Full
Insulation 2kV

Suitable plug connector
type

ENT-1004-0190
(supplied as default accessory, refer to page 8)

Default configuration

Baud rate: 19200
Data bits: 8
Parity: none
Stop bits: 1

Supported data rates

19200 :

1200
2400
4800
9600
14400
(19200
38400
57600
115200

Wiring requirements

24AWG twisted pair

Termination

Shunt capacitance of 16pF per foot
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Temperature Sensor

The BLACKBOX Portable is equipped with an external connection terminal for
a 2-wire PT-100 temperature sensor. The PT100 is an industry standard thermo-
couple. Pt100 is also called an RTD element (Resistance Temperature Detector).

ENT-1002-0191
Suitable plug connector type | (supplied as default accessory,
refer to page 8)

Insulation No insulation

Digital Inputs
The BLACKBOX Portable has 6 Digital Inputs for continuous recording.

Specifications

Maximum 50vDC
voltage
Insulation 1kV

16 times per cycle (~1.25mSec at
50Hz, ~1mSec at 60Hz)
Contact type Dry contact

Sampling rate
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Pin Description

Pin no. Description
RC DICITAL INPUT

Digital Input IRIG B+ e 4L 0
IRIG B-

Digital Input #1
Digital Input #2
Digital Input #3
Digital Input #4
+5V

Common

ol<lola|bdlw|N| R

Reset Button

w7a) RESET

The Reset Button serves two main purposes:
e Check LED operation.

e Restore factory default settings.

To perform an action, the instrument should be powered ON and the Operational
Status Indicator should be solid blue or red.

The button can be accessed by a sharp instrument such as a small screwdriver

(as shown).
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Press and hold the reset button:
After 5 seconds — All LEDs turn on. At that stage you can check if all the LEDs

are okay.

After an additional 8 seconds-- The BLACKBOX Portable reboots and restarts
with the factory default settings.

Wireless Router

1. To access the internal Wi-Fi router type http://192.168.1.254 on a Microsoft
Explorer address field.

A status WEB page appears:

/= WLAN Broadband Router - Windows Internet Explorer

Kol/Rdl = http://192168.1.254/home.asp

File Edit View Favorites Tools Help

W 4 | @ WLAN Broadband Router

*= Site contents
B Static
B Setup Wizard
B Operation Mode
M Wireless
M TCP/IP Settings
M Firewall
I VPN Setting
M Management

WILAN Broadband Router

Broadband Router Status

This page shows the current status and some basic settings of the device.

Uptime Sday: Oh: 23m: 265
Firmware Version vig2

Mode AP

Band 24 GHz B+G)
SSID EG4500_SE7007B4F 309
Channel Number 1

Encryption Disabled

BSSID 00:02:72:68:e1:5f
Associated Clients 1

Attain IP Protocol Fixed IP

IP Address 192.168.1.254
Subnet Mask 255.255.255.0
Default Gateway 192.168.1.254
DHCP Server Enabled

MAC Address 00:02:72:68:e1:5f
Attain IP Protocol Getting IP from DHCP server...
IP Address 0.0.0.0

Subnet Mask 0.0.0.0

Default Gateway 0.0.00

DNS1 0.0.0.0

DNS2 0.0.0.0

DNS3 0.0.0.0

MAC Address 00:02:72: 68:€1: 60

The most simplified way to verify settings or configure the router is using the
Setup Wizard (marked in red above).
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Factory Default Setup

ﬁ WLAN Broadband Router - Windows Internet Explorer

- hitp://192.168.1.254/home.asp

File Edit View Favorites Tools Help

Wk & WLAN Broadband Router

N Broadband Router

Setup Wizard

Ni
u pl"‘ leilrdj The setup wizard will guide you to configure access point for first time. Please follow the setup wizard step by
ion Mode step.

‘Welcome to Setup Wizard.

B VPN Setting The Wizard will guide you the through following steps. Begin by clicking on Next.
B Manag nt Setup Operation Mode
Choose your Time Zone
Setup LAN Interface
Setup WAN Interface
Wireless LAN Setting
Wireless Security Setting

o e

Next>>

When initiated, the Setup Wizard begins with the above page.

2. To proceed with the setup procedure, press the next button.

ﬁ 'WLAN Broadband Router - Windows Intemet Explorer

ttp://192.168.1.254/home.asp

File Edit View Favorites Tools Help

7 dhf | @8 WLAN Broadband Router

N Broadband Router

1. Operation Mode

You can setup different modes to LAN and WLAN interface for NAT and bridging function.

In thiz mode, the device is supposed to connect to intemet via ADSL/Cable Modem.
The NAT is enabled and PCs in four LAN ports share the same IP to ISP through
WAN port. The connection type can be setup in WAN page by using PPPOE, DHCP
client, PPTP client or static IP.

@ Gateway:

Bridge: In thiz mode, all ethemet ports and wireless interface are bridged together and NAT
) function is disabled. All the WAN related function and firewall are not supported.

Wireless ISP: In this mode, all ethemnet ports are bridged together and the wireless client will
: connect to ISP access point. The NAT is enabled and PCs in ethemet ports chare the
same IP to ISP through wireless LAN. You rrmst sat the wireless to client mode first
and connect to the ISP AP in Site-Survey page. The connection type can be setup in
WAN page by using PPPOE, DHCP client, PPTP client or static IP.

Cancel || <<Back H Next=>

3. Define the mode of operation. (The default operation mode is Gateway).
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/% WLAN Broadband Router - Windows Intemnet Explorer

gl & http://192168 1.254/home.asp

File Edit View Favorites Tools Help
i it | @ WLAN Broadband Router

WLAN Broadband Router

2. Time Zone Setting
You can maintain the system time by synchronizing with a public time server over the Intermet.

[7] Enable NTP client update

Time Zone Select :

NTP server :

Cancel H <<Back ” Next>>

4. The second step is for the configuration of the automatic time synchroniza-
tion option.

The default configuration for the router’s time synchronization is Disabled.

' The time synchronization refers to the router’s inter-
nal time only. This setting has no influence on the
G4500 time synchronization. Refer to G4500 website

configuration for G4500 time synchronization op-
tions.
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/= WLAN Broadband Router - Windows Intemnet Explorer

LN Rl = itp/192.1681 250 /home.asp

File Edit View Favorites Tools Help
77 fr | @ WLAN Broadband Router

WLAN Broadband Router

=3 3. LAN Interface Setup

This page is used to configure the parameters for local area network which connects to the LAN port of your
Access Point. Here you may change the setting for IP addresss, subnet mack, DHCE, etc

IP Address: 192.168.1.254
Subnet Mask: 255.255.255.0

Cancel H <<Back H Next>>

5. Specify the IP address and subnet mask for the router management interface,
then click Next.

The default configuration is 192.168.1.254 with 255.255.255.0 subnet mask.

, Change the G4500 LAN1 configuration accordingly
when you modily the default IP address for the rou-

ter.

Refer to G4500 website configuration for details.
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/2 WLAN Broadband Router - Windows Intemnet Explorer
ol Rl ©  hitp://192.1681.254/home.asp

File Edit View Favorites Tools Help

8 4hf | @ WLAN Broadband Router

WLAN Broadband Router

4. WAN Interface Setup

This page is used to configure the parameters for Intemet network which connects to the WAN port of your
Access Point. Here you mav change the access method to static IF, DHCP, PPPoE or FPTP by click the item
value of WAN Access type.

B VPN WAN Access Type: DHCP Client =

B Management

Cancel H =<Back H Next=>

6. Setthe WAN port operation type. The default setting is DHCP Client.

/> WLAN Broadband Router - Windows Intemet Explorer
Kol Bl http//152168.1 254 home.asp

File Edit View Favorites Tools Help
¢ i | @ WLAN Broadband Router

WILAN Broadband Router

= Site contents: 5. Wireless Basic Settings

Niz:
= p Wizard Thiz page is used to configure the parameters for wireless LAN clients which may connect to your Access
Operation Mode Point.

Band: 24 GHz (B+G) ~
Mode: AP -

Network Type: nfrastructure

SSID: EG4500_5E7007B4F309
Channel Number: mn -

Enable Mac Clone (Single Ethernet Clienty

Cancel || <<Back H Next>>

7. Configure the basic configuration of the Wireless interface.

The default settings are:
e Band: 2.4Ghz (B+G), enabling both 802.11b and 802.11g interfaces

e Mode: AP, (Access point)

e SSID: EG4500_[serial number]. Define what name string (SSID string)
will appear on a list of wireless networks available.
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Select a network to connect to

Show [Au ~| 4y
&; EG4500_SET007B4F309  Unsecured network M [
~ I . [Name: EG4500_5E700784F309 |
&. Office-Wireless Security Signal Strength: Excellent -ﬁ!ﬂ

Security Type: Unsecured
Radio Type: 802.11g

MY QLC 4500 BaFFF Unsecut SSID: EG4500_SE7007B4F309 .

e Channel number: 11. The 2.4 GHz Wi-Fi signal range is divided into a number of
smaller bands or "channels,"” similar to television channels. But unlike television chan-
nels, some Wi-Fi channel numbers overlap each other. Channel 1 uses the lowest fre-
guency band and each subsequent channel increases the frequency slightly. Therefore,
the further apart two channel numbers are, the less the degree of overlap and likelihood
of interference. If encountering interference with a neighbor's WLAN, change to a dis-

tant channel.

e Enable Mac clone: Disabled

/2 WLAN Broadband Router - Windows Internet Explorer

K ol & | hitp://1921681.254/home.asp

File Edit Wiew Favorites Tools Help

W «fr |8 WLAN Broadband Router ]

=g 6. Wireless Security Setup

Niz:
p Wizard This page allows you serup the wireless security. Turn on WEP or WPA by using Encryption Keys could
ation Mode prevent any unauthorized access to your wireless network

Encryption: None -

Cancel ][ <<Back ][ Finished

8. Select your security method for the wireless interface. The default setting is:
None— unsecured.
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When complete the final screen appears.

/2 WLAN Broadband Router - Windows Internet Explorer

@l £ | http://192.168.1.254/home.asp

File Edit View Favorites Tools Help
w | & WLAN Broadband Router | |

WLAN Broadband Router

B TCP/IP Settings
B Fire

B VPN Setting
B Management

Website

The BLACKBOX Portable’s internal Website is designed to serve as a main user
interface with the instrument, providing enhanced management, configuration
and real-time monitoring functionality.

Access

When a wired or wireless Ethernet connection is established, the internal Web-
site can be accessed by simply typing the device IP address in the address field
on a WEB browser application.

B http://192.168.1.1

File Edit ° 5o to’ http://192.168.1.1

' The Website is optimized to work with Microsoft©
Explorer 7. Other web browser applications can Iim-
it some functionality and/or show an incorrect
layout.

For local networking the browser should be confi-
gured as working without a proxy server. Refer to

Disabling Proxy Server in Internet Explorer chapter
for instructions.

Website | Elspec
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When the device IP address is unknown, use the Elspec Search utility to discover
it. (Refer to page 108)

Login Page
The first page to appear is a Login Page.
Choose the interface language. The supported languages are:

o English (Default)

e Russian
e German
e Spanish

(For other languages — please contact your local Elspec distributor.)

N\, .
=S
[k LWLLES

English ad

oo

Login

0 @) 0 0
;s M) ==
&:1“‘ : - -

o i N o £ P bk

Low Bandwidth

The Password field defines user level/privileges. Two user levels are sup-

ported:
User
Password Role
level
Viewer 123 Read gnly, can choose interface language only, no
operations related changes are allowed
Admin 12345 Administration, setup and full control

Elspec | Website
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The passwords above are factory default values. You are advised to modify
Admin password if extended security measures are required.
Low Bandwidth

If you have low bandwidth access, it is possible to reduce the site’s complexity
by using fewer graphics, images and other data.

English v

...[

Login

s

To activate a graphics-free interface, press the Low Bandwidth button as shown
above.

ELSPEC G4500 BLACKBOX

Language English

Password FI.

Login

A graphics-free interface appears. To deactivate the feature, press High Band-
width.

System Limitations

Website | Elspec
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The BLACKBOX Portable’s integrated Web Server is designed to support a
maximum of 3 concurrent user interface connections. However, the Admin level
can be logged in only one at a time. In the event that a new Admin connection is
established (a user has successfully logged in with Admin password), the previ-
ous Admin connection will be automatically logged off. Also, any Admin con-
nection which is idle for more than 5 minutes will be automatically logged off.

Elspec | Website
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The Site Structure

The BLACKBOX Portable embedded website is organized into 6 subsec-
tions:

e Monitoring: Real time monitoring of a variety of electrical parameters

e Energy: Integrated energy meter readings

e Power Quality: Power Quality standard compliance monitoring and setup
e Service: Main entry for setup and device status monitoring

e Multi-10: Integrated digital inputs setup and monitoring

e LCD: A virtual, black and white LCD emulation

ENERGY POWER QUALITY SERVICE MULTI-IO
* Voitage/Current
* Power Frequency 50.031 Hz
* Temperature 1

Avg 22.890 A
* Phasors
* Waveforms V(LL)A‘,g 390.83 V
* VA Harmonics
* Sublinter Harmonics V(LN)AVQ 225.65V
~ Pl Harmonics Power Factor ., 0.0956 (Cap)
* Harmonics Table
. VA Min/Max Phase Order 123
Harmonics

oo Synchronization Status
SR — Time Synchronization Main Excellent
* Min/Max Flickering

DSP Synchronization On

Version 0.3.50.12 Serial 5E-70-07-B4-F3-08 Unit time 29/01/2009 15:06:52

® Elspec Ltd 2008|

Website | Elspec
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Monitoring Section

The Monitoring section contains the following pages:

Summ ary DATA MONITORING
e
| Summary T Pu
* Voltage/Current
* Power Frequency 49.978 Hz
= Temperature 1
e Avg 226.39 A
* Phasors
= Waveforms V(LL)AVQ 393.62V
* Vil Harmonics
= sublinter Harmonics FEET FaCtorTotal 0.2268 (Cap)
i Phase Order 123
* Harmonics Table
St Synchronization Status
) L’;",r';”;';’i';":‘ Time Synchronization Main Good
" Vottace Fickenna DSP Synchronization On

= Min/Max Flickering

e Frequency

e Average Voltage and Currents
e Total Power Factor

e Phase Order

e Synchronization status
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Voltage/ DATA MONITORING

Current * summary Resel All Min/lax
" otageiCurrent

Vi

Power
Min Max
RMS Value Value THD
Vo | 38237V 38659V 41081V | 13845%

* Temperature
* Phasors

* Waveforms
V,, 39399V 38613V 41088V 14626 %

Vil Harmonics
Va4 39342V 38563V 40881V 14880 %
Subiinter
Harmonics Iy 27414 A 0.0000 A 419.56 A 83732 %

ly 187 66 A 0.0000 A 40513A | 94264 %

PIQ Harmonics

* Harmonics Table I 21920 A 0.0000 A 50747 A | 77435%
. VI Min/Max lia G8.682 A 0.0000A 14344 A 18090 %
Harmonics
Iy 115.94 A 0.0000 A 27597 A | 32842%
« PO Min/Max
Harmonics Ly 95355 A 0.0000 A 16559 A | 12789 %

Voltage Flickering

o m— Averages
- 3 sec 10 min
Flag Hot Flagged Hot Flagged
Vip 39281V 39322V
Vo 39436V 39453V
Va 39362V 39376V
Vynbal 0.22T4 % 0.1966 %
Unbalance
Avg
Vunbalance 0.2204 %
Vpositive Sequence 39359V
Viiagative Sequence 0.8676 V
linbatance 3N273%
leositive Sequence 90.558 A
Iagative Sequence 28.320 A
DC VI
RMS Min Value
Voc 1.0547V 0.0000V
loc 1.0000 A 1.0000 A

e RMS Voltages and Currents per phase
e Unbalance, Positive and Negative Sequences

e DC Voltage and Current channels readings
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Power

Temperature

DATA MONITORING
* Summary
* Voltage/Current
b
' Temperature
* Phasors
* Waveforms
* VIl Harmonics

« Sublinter
Harmonics

* P/Q Harmonics
* Harmonics Table

« VITMin/Max
Harmonics

. PG Min/Max
Harmonics

' Voltage Flickering

' Min/Max Flickering

e Active Power

Power Summary

Phase12
Phase23
Phase31

Total

Active
Power

41225 kW
-41.982 KW
12.841 kW

-25.020 KW

Reactive  Apparent Displacemer
Power Power True PF EE
25742 kVAr | 26.070 kKVA | 0.1581 (Ind) 0.1612 {Ind)

S11533KVAr 43538 kVA | 0.9642(Cap) 09648 (Cap)
-33336 KVAr 35726 kVA | 03594 (Cap) 0.3633 (Cap)

19128 KVAr 10533 kVA | 02374 (Cap) 0.2303 (Cap)

¢ Reactive Power
e Apparent Power

e True and Displacement Power Factor

DATA MONITORING
* Summary
S s L Internal Temperature

* Power
- 'empera!ure

* Phasors

InternaIAW Internalml_|

39.28°C 35.30°C

= Waveforms

External Temperature

= Vil Harmonics

External External,,.
a Sublinter - -
Harmonics No Pt100 No Pt100
* PiQ Harmonics
* Harmonics Table PSU Temperature
. VI Min/Max
Harmonics PSUAvu |:’Sl“IMin
. PIQ Min/Max 46.34°C 37.66 °C
Harmonics

" Voltage Flickering

® Min/Max Flickering

e Internal and External Temperature readings

Rese

Intemaluax

3a.52°C

Externaly,

No Pt100

PsSU

Max

59.91°C
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Phasors DaTA MONITORING
. . (=== === —_— — —_— -
Summary Diff Voltage viz v vt T "
* Voltage/Current CurEat -
——— [l piffcurrent
" Power
* Temperature Ampl  Angle
" Waveforms V3 38514 -120¢
e T c o
* Vil Harmonics M| 39425 119.78
ly | 27714 -40.38°
« Sublinter
Harmonics l, | 18382 8.3 122 am L
" PIQ Harmonics l, | 23593 | -108.83°

* Harmonics Table lip| 69.39 -81.8%

. VI Min/Max Ly 119.65 | 44.1°
Harmonics
lyy| 9581 | 17134

. PG Min/Max
Harmonics

« Voltage
Flickering T

« Min/Max
Flickering

¢ Voltage and Current Phase diagram

e Refer to Graphic Data Representation paragraph

below
Waveforms DATA MONITORING
* Summary [T an _‘__2 _\..23 T ‘— T -
* Voltage/Current v - B
| YortagelCurrent | b h —
o |y @y, © TN AT

* Temperature

]
ikt i A b
* Phasors ) \
EN

|

‘oltage

* Vil Harmonics

v, O,
Bv,, B,

\JB(/ R4

. Subl/inter ~ r ~
Harmonics VS! || |:“ - / \-./
— 408
* P Harmonics
E>» 00 -~ \
* Harmonics Table 1 cycle - - E’ ,--;[ 7 ; o
. VI Min/Max wf A ( \\
Harmonics i< E / \ A
g
. ::’Q Min/Max 3 -1ox { /.« \ \\ \
larmonics F
e 200-F e N\ —
* Voltage Flickering F // \.A_ \ P
30 1 .5 :h
. Min/Max o E \""\ P
Flickering E —
2 ] 24 k| B 42 48 B4

e Voltage and Current waveforms

o Refer to Graphic Data Representation paragraph
below
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V/I DATA MONITORING
Harmonics i s | P = -
* Voltage/Current v 1 Wof &=
e 1 1
* Power F
— v, O :
* Temperature .
97 V3 D |3 a5 T
* Phasors i
— Vy Iy L
* Waveforms af -
s Z Ve O L
armeneE r
P —— v,, 1 25
« Sublinter = 23 T
Harmonics v, B Iy r
* PIQ Harmonics - 201
* Harmonics Table 540 - F
5
Vil Min/Max _ T
. - i .
Harmonics . Amplitude x
2 Angle L
« PIQ Min/Max -
Harmonics B First r
* Voltage Flickering [ Relative asl
* Min/Max Flickering F
- 0.0
] ] 3 T P 25 ES RS

e Voltage and Current harmonics spectrum (up to 40)

« Refer to Graphic Data Representation paragraph

below
Sub/Inter DATA MONITORING
harmonics * Summary 1 an = = = ] = |
viz w3 Va1 1 [H 12
* Voltage/Current L
i ———— vy Iy 21
* Power C
v, L
* Temperature s
" A Iy [
* Phasors Bl
vy W F
* Waveforms C
- Vi Oy 14
* Vil Harmonics C
| v,, Et F
W 3 3 2t
H i =
larmonics Vi, (=] Iy I
* PiQ Harmonics oC Tt
* Harmonics Table I sub 05
[ Inter C
« VI Min/Max . E |
Harmonics O rrst uE
7 | [ Relative C
. PIG Min/Max ol |
Harmonics
* Voltage Flickering 0.2
* Min/Max Flickering .
) 155.08 Hz ITEAE Hz 53524 Hz 815.32 Hz 1025.41 Hz 1
385.11 Hz 43519 Hz T05.28 Hz 22537 Hz 1145.45 H

e Voltage and Current sub and inter harmonics (in 5Hz bins)
o Refer to Graphic Data Representation paragraph
below
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P/Q DATA MONITORING
Harmonics * Summary A wos = = =
2 2 Qi2 az I3
* Voltage/Current P Q 2z000-F
L - | 1 1 5
' Power F
Py Q, 20000+
* Temperature E
s G 25000-F
* Phasors F
P Q E
N N . E
* Waveforms e
——— P, Fa, E
* Vil Harmonics 15000
e P. E
. Subilnter = n 100001
Harmonics By Qg F
F 5000-F
larmonics Range: E
* Harmonics Table 1-20 - o
. Vil Min/Max ] z0004
Harmonics ERE
. PIG Min/Max 1o
Harmonics
I 15000
' Voltage Flickering
En—— 20000
' Min/Max Flickering

e Active and Reactive Harmonic powers
e Refer to Graphic Data Representation paragraph
below

Harmonics ' :
Table

ENERGY POWER QUALITY MULTIHO

DaTA MoNTORING

* Summary @ Amplitude O Angle

* Voltage/Current \V & | Harmonics I”] Relative

" Power Vio Vs Va4 Iy ) Iy la Iy

* Temperature H1 39326 39468Y 393668V 24917 A 181.26A 23435A G4.255 A 11855A
* Phasors Hy 0.0968V 01369V 0079V 11772A 1.1018A 32308A 06779A 1.3423A
* Waveforms Hy | 01046V 1.1556V 11053V 19.687 A 14.309A 13.706A 11306A 1.0949A
* VIl Harmonics Hy o 0.0442V | 0.0395V 0.6777 A 05448 A 12537 A 0.3705 A | 0.5653 A
. Sublinter Hg 38395V 41002V 41431V B8B816A 65013A 09073 A 009234 A 20077A

Harmonics

Hg ov 01896V 01768V 07964 A 06398A 1570BA 04342A 06555A
* PIQ Harmonics
m H; 39275V 35878V 37036V 46177A 3.0005A 312424 24636 A 2.0455A

Hg 0079V 02192V 02338V 0.6386A 0542A 14731A 0.3286A 0.5742A
« VI Min/Max
Harmonics Hg | 0.7342V 03087V 0.8422V 7.8871A 57042A 59035A 41315A 0.3502A

. PG Min/Max Hig ov 01996V 01854V 09378 A 0.8459A 1994A 05652A 08523 A
Harmonics

——— | Hy;y 06519V 05394V 08587V 2.283A 1.8648A 15242A 07613A 0.6149A

. Voltage 4| i |
Flickering

Min/Max
Flickering

e Voltage and Current harmonics in values, % and angles
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V/I Min/Max
Harmonics

P/Q Min/Max
Harmonics

POWER QUALITY

SERVICE

MULTIHO

DaTA MONITORING

* Summary

Reset All Min/Max

@ amplitude
* Voltage/Current | 'Hamonics Min & Max
* Power
V12 VZS VlH I1 |2 Il'. 12 I2
" Temperature win | 387.02V | 387.95V | 387.33V | DA 0A 0A 0A 0
H1
— Max | 41048V | 4105V | 40944V 39963 A 349994 40TT4A 10951A 213
* Waveforms " Min ov oV ov 0A 0A 0A 0A 0
. : 2
D —— Max | 52180V 50269V 54862V 74293A 66367 A 84308A 29861A 465
u Sublfinter win | 0V 06993V 07395V OA oA 0A 0A 0
Harmonics Hy
- M=x | 28617V 34687V 3.2323V 55024 A 53.805A 67.43A 23108A 341
* P/Q Harmonics
- Min | OV ov ov DA 0A 0A 0A 0
* Harmonics Table H,
T, Max | 53278V | 56747V 52021V | T7.761A 67.134 A | 62224 A| 222224 468
Harmonics Min | 0.831V | 0.9400V 07384V | OA 0A 0A oA 0
- H5
. PIQ Min/Max Max | 52967V | 50332V | 4.8628V 36.184 A 31.522A | 38.001A 122924 217
Harmonics
Min | OV ov ov 0A 0A 0A 0A 0
. Voltage < i |
Flickering
« Min/Max
Flickering

Minimum and maximum values and angels of Voltage and Cur-
rent harmonics

DaTa MoNITORING

* Summary Reset All Min/Max
* VoltageiCurrent | P & @ Min-Max Harmonics
" Power
P1Z PZ.'.': P.'.'|1 012
ST TS " Min | 27149 KW -59.544 KW TT101KW | 0 KVAr
. 1
e, M= 20687 KW | 0 KW 40825 KW | 36.087 KVAr
* Viaveforms " Min | -0.0004 KW | -0.0008 KW -0.0163 KW | -0.0096 KVAr
= : 2
VA Harmonics M= 0.0194 KW 0.019 kW | 0.0004 KW | 0.0006 KVAr
» Sublinter Min | -0.0081 KW -0.0104 KW | -0.036 KW | -0.0138 KVAr
Harmonics Hy
- M= 0.0087 KW | 0.0028 KW | 0.0046 KW | 0.0073 KVAr
* PiQ Harmonics
- Min | -0.0021 KW | -0.0007 kW | -0.0102 kW | -0.0084 KVAr
* Harmonics Table H,
- M= 0016 KW | 0.012KW | 0.0033 KW | 0.0015 KVAr
« VI Min/Max
Harmonics Win | -0.0044 KW | -0.0197 KW -0.0179 kW | -0.0099 KVAr
H5
YT e M= 0.0171KW | 0.0149 KW | 0.0054 kW | 0.0102 KVAr
Harmonics
Min | -0.0002 KW | -0.0003 KW -0.0004 kW | -0.0005 KVAr
. Voltage Hg
Flickering
« Min/Max
Flickering

QZ.'.':
-G2.521 KVAr
12.917 kVAr
-0.0004 KVAr
0.0391 kVAr
-0.0019 KVAr
0.032 kVAr
-0.0004 KVAr
0.0302 kVAr
-0.0359 KVAr
0.0054 kVAr

-0.0003 KVAr

051
-41.569 K\
0 KVAr
-0.0013 K\
0.0139 kv
-0.0177 KL
0.0055 kv
-0.0081 K\
0.0064 kv
-0.0114 K\
0.0138 kv

-0.0004 K\

Minimum and maximum values of Active and Reactive power
harmonics
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Voltage DATA MONITORING

Flickering SummaY_ Voltage Flickering

* Voltage/Current
PSST PSST  PST SPLT PLT LPLT LPLT LPLT

" Power 2sec  10sec 10min 1hour 2hour 10 hour 1day 7 day
* Temperature Vip 01523 02042 | 02776 | 09242 02809 03379 22222  0.0000
* Phasors V;g 01870 01947 02669 12925 03384 03319 23227 00000
* Waveforms V31 01538 01934 02825 | 1.2885  0.3276 0.3387 24166 00000

* Vil Harmonics

« Sublinter
Harmonics

* P/Q Harmonics
* Harmonics Table

. VIl Min/Max
Harmonics

. PG Min/Max
Harmonics

“"Voltage ering

* Min/Max Flickering

e Short and long term voltage flickering

Min/Max DATA MONITORING

Flickering “smmey  Min/Max Flickering

* Voltage/Current
PSST PSST PST SPLT PLT LPLT LPLT LPLT

" Power 2sec 10sec 10min 1 hour 2hour 10 hour 1day 7 day

* Temperature v win | 0.0000  0.0000 0.0000 0.0000 0.0000 0.0000 | 0.0000 00000
12 Max | 92304 12304 87238 27238 87238 23808 22222 0.0000

* Phasors

" Waveforms V. win  0.0000 0.0000 0.0000 0.0000 0.0000 0.0000 @ 0.0000 00000

L | 23 M= 12554 | 12564 9.0972 9.0972 9.0972 24980 23227 0.0000

* Vil Harmonics
win | 0.0000 | 0.0000 0.0000 0.0000 0.0000  0.0000 | 0.0000 0.0000

« Subiinter MEx | 12412 12412 94539 94538 94538 25991 24166  0.0000

Harmonics
* P/Q Harmonics
* Harmonics Table

. VI Min/Max
Harmonics

. PIG Min/Max
Harmonics

* Voltage Flickering

- um.luax HIC!E ring

e Minimum and maximum flickering values

Graphic Data Representation

The BLACKBOX Portable website requires a third party ActiveX control (PE-
Graph designed by Gigasoft) to present graphical data such as waveforms and
harmonic spectral charts. The control can be downloaded from support section
on http://www.elspec-Itd.com or directly from:

http://www.elspec.biz/g4kplugins/GigaPE.exe.
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Energy Section

-Vl = -
. XY /
o BUACK . o
) i
L\~
MONITORING NERG POWER QUALITY SERVICE MULTI-I0
ENERGY é
MANAGEMENT
" Demand Consumption & Demand
* Detailed Info Net Consumption Demand Peak Demand
. Measurement Active energy -231.89 kWh 0.0000 kW 0.0000 kW
Status
——— s Reactive energy -8.3992 MVArh 0.0000 kVAr 0.0000 kVAr
* TDD
—_— Apparent energy 14.861 MVAh 0.0000 kVA 0.0000 kVA
Power Factor 0.0276 (Cap) 0.0000 (Ind) 0.0000 (Ind)

Energy is defined as power consumed over time. In electrical distribution sys-
tems, the unit of time is one hour for all energy measurements and the kWh is
the basis for payment for buying and selling energy. This chapter focuses on the
flow of energy or power both within a system (active, reactive) as well as the
flow of power to and from the system to the grid (delivered or received). The
following are commonly used terms in describing energy flow within a system:

e Active or Real: The portion of power flow that, averaged over a complete cycle of the
AC waveform, results in the net transfer of energy in one direction expressed as KWh.

¢ Reactive /Volt Amperes Reactive (KVArh): Energy that flows back and forth with no
actual power flow. Reactive power flow transfers no net energy to the load and is some-
times referred to as wattless power.

e Apparent: The combination of active and reactive energy (KVAh).

e Power Factor: The ratio between real power and apparent power (a value between 0
and 1).

Consumption & Demand

Energy is produced and consumed within an electrical distribution system. Some
sites produce energy for the grid (Received Energy), others consume energy
from the grid (Delivered Energy), and still others both consume and produce en-
ergy for/from the grid. The Net Consumption is the difference between energy
that is used and produced. Therefore, a negative value for Net Consumption in-
dicates that the site is producing more than it is consuming, or a received net
consumption.
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ENERGY MANAGEMENT

w Consumption & Demand

* Detailed Info Net Consumption Demand Peak Demand

e — Active energy -1.7104 MWh 23703 kKW -28.952 kW
S Reactive energy 221,49 KVAth -10.260 KVAr 57.236 KVAr

o Apparent energy 44736 MVAh 63.533 KVA 21540 kVA

Power Factor LDJEJ.L(.Can,\_D.D.[mQJCan,\_D.AEMM_I
[ |

The Consumption & Demand page is a quick look at some of the key compo-
nents of the Detailed Info page. Here you find a cross-sectional summary view
of the amount and makeup (active or reactive) of the Net Energy (Received —
Delivered) produced/consumed by a site.

A Demand is an arbitrary measurement of power per configurable unit time us-
ing different averaging methods. A demand is measured in units of power even
though a time element does exist, while Peak Demand is the highest demand cal-
culated since the last demand reset. Please refer to the Service->Power Setup

page for the Reset demand
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ENERGY MANAGEMENT

" Demand
* Detailed Info

. Measurement
Stalus

= ToD

Detailed Info

For a detailed breakdown of energy flow components, the Detailed Information
page presents all Active, Reactive, and Power Factor energy values
individually for both produced and consumed (Received or Delivered) energy.
Also shown below are the Net difference (Net Energy) as well as the sum total
(Total Energy) computations. The Total Energy computation contains the
combined figure for Active and Reacive Energy (Apparent Energy).

As previously stated, the summary page(Consumption & Demand) is extracted
from the details page. (see below) Note that the red and blue boxed areas areas
are consistent between the different page views. Please note that all values
may(not) be absolutely identical due to the delay in page views.

bod

= Consumption & Received Energy

Demand
W Current Total Peak
i—| Period Consumption Demand Demand
g o Active energy 00000 kWh  0.2519 kWh 00000KW | 87144 kW
* TDD Reactive energy ~ 0.0000 kVArh 21913 kVArh 0.0000 kVAr 84 868 kVAr
Power Factor e 0.0011 (Ind) = 0.1021 (Ind)
Delivered Energy 3
Current Total Peak
Period Consumption Demand Demand

Active energy  3.7100 kWh 1.7093 MWh 22865 KW | 37.667 kW
Reactive energy 16727 kVArh = 440.00 kVAm 10342 kVAr | 27.632 kVAr

Power Factor 0.9116 (Ind) 0.9684 (Ind) 0.9111 (Ind) 0.8063 (Ind)
Net Energy (Received-Delivered) i
Current Total Peak
Period Consumption Demand Demand
Active energy -3.7100 kWh -1.7091 MWh -22.665 kW -28.952 kW

Reactive energy  -1.6727 kVArh | -220.96 kVArh -10.342 KVAr | 57.236 kVAr

- P Fact 0.9116 (C: 0.9917 (C: 0.0000 (C: 0.4514 (Ind
Consumption & Demand ower Factor (Cap) (Cap) (Cap) (Ind)
Nel Cx Demand Peak Demand =
Active snergy 17104 v 23703k %2 Total Energy (Received+Delivered) 2
Reactive energy -221.49 K\VArh -10.260 kWA 5T.236 kAL curren‘ Total Peak
Apparent energy 44736 MVAR £3 533 VA 215 40 KVA ) )
Power Factor 0.9917 (Cap) 0.0000 {Cap) 0.4514 (ind) F‘el‘lod consum D!IOI\ Demand Demand
Active energy 3.7055 kWh 1.7096 MWh 22.863 kW 46.381 kW
Reactive energy 1.6705 kVArh 659.22 kVArh 10.342 KVA 112.50 kVAr
Power Factor 0.9116 (Ind) 0.9330 (Ind) 0.0000 (Ind) 0.3812 (Ind)

Apparent energy 10429 kVAh 4.4702 MVAh 64.623 kVA 215.40 kVA
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Measurement Status

The Measurement Status page provides additional statistical information and
necessary energy context information. The parameters and counters on this page
are actually set up in the Service->Power Setup section using the Configure
Energy & Demand button below.

ENERGY MANAGEMENT a3

. Comumgtion & l e — Y, ] 3 C ! m_‘. -
Demancd e
O Status Summary - oy
W Started — Power Configer ston
— Last start Reset metenng S
To0O
Up teme 0135290M NS
Dot sermonvs Energy Intervals
Avatabaey $8 048950 %
Energy merval 10 mn Metering Interval Sliding Window
Sxtamit ot st 10 min v Enable +
e Mo S 5 min Disable
15 min
30 min
60 min

An explanation of all Status Summary terms follows:

e Started: This is the date and time stamp from the last energy reset

e Last start: This is the date and time stamp for the last metering reset. Total consumption
iS reset.

e Up time: The total cumulative time the mechanism has been operational during the cur-
rent period (since last start).

e Down time: The total cumulative time the mechanism has not been operational during
the current period.

e Auvailability: The percentage of time the system has been operational. This is important
because if this time exceeds a certain threshold, the data may not be considered reliable

e Energy (Metering) interval: The energy interval is the size of the window used in
computing demand (e.g. 10 minutes).

e External Sync: This function is currently fixed in disable mode.
e Sliding window: Information regarding the demand averaging system in use:

e Enabled: The demand is calculated using a sliding window averaging
system.

e Disabled: The demand is calculated according to stationary time points.
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TDD

Total Demand Distortion — TDD — is the current distortion (harmonics above
the 1%) as a percent of maximum demand load. TDD is defined using the follow-
ing relationship:

I 2

th{l—g} *100%

| — L
TDD—

ENERGY MANAGEMENT

« Consumption &
Demand TDD
* Detailed Info I1 10.321 %
. Measurement '2 13.434 %
Status
—_—— 3 9.3389 %
—_—eee o 25.862 %
Iy 47682 %
la4 19.447 %
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Power Quality Section

The BLACKBOX Portable contains a power quality compliance engine that en-
ables real-time evaluation of power quality according to standards such as
EN50160.

Power quality compliance or in short PQ Compliance is a set of electrically
measured parameters which are typically calculated based on some pre-defined
intervals or event triggers and are evaluated over a large observation window.
For most of the PQ parameters, the observation window is one week, which
means the displayed online information refers to the previous week. However,
using ELSPEC's PQSCADA and Investigator applications, all time intervals are
able to be observed.

A PQ parameter is typically based on a power quality event. For example the
DIP PQ parameter is based on counting DIP events over some observation pe-
riod.

Different national standards vary in the way a specific PQ parameter is being
measured or observed. The PQ Engine also supports a user-customizable mode
in which all compliance parameters can be self-edited and modified by a user in
order to meet new conditions, rules, measuring intervals and even different ob-
servation periods.

The Power Quality section in the WEB interface is used to control and view
power quality measurement and compliance information computed by the PQ
Engine.

The Compliance Summary Page This page enables you to select the specific
compliance standard to be evaluated by the unit's internal compliance engine.
This page further contains on-line information and compliance status.
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MONITORING ENERGY SERVICE MULTHIO

POWER QUALITY a

W [ Apply changes ][ Refresh data ]

y

Compliance Info

Compliance Chart Summary Status
User Defined Parameter Value Parameter Status
Fage 1 Compliance Type |EN50160 v Voltage Frequency N/A
User Defined - 2R
Page 2 Running Status Stop v Supply Voltage Variations N/A
User Defined Embedded Report None Rapid Voltage Changes NA
rage3 Evaluation Status N/A Supply Voltage Dips N/A
Start Time Enioiog Short Interruptions N/A
Window Time On 0:0:0:0 D:H:M:S Long Interruptions N/A
Window Time Off 0:0:0:0 D:H:M:S Temporary Overvoltage N/A
= >
rleasu@menl Not Flagged Flicker Severity NA
e Harmonic Voltage N/A

Supply Voltage Unbalance N/A

Elspec | Website GHl



G4500 BLACKBOX PORTABLE OPERATIONAL MANUAL

The Compliance Type sets the compliance standard.

In order to change or to activate a new compliance type:

1. If the PQ Engine is already running, set the Running Status to Stop, then
Click Apply changes.

Wait for the WEB page to refresh.

2. Select the desired compliance type, then change Running Status to Running.
3. Click Apply changes, then wait for the WEB page to refresh.

The new compliance type is now activated and running.

4. Verify that the Start Time field has changed.

Continuous compliance statistical information and events are stored in PQZIP
files. In addition, the Embedded Report field further indicates a type of report
that is auto-generated internally in the device's file system. Most compliance
types are not generating any specific report, and therefore, the report type will be
None. However, CREG type of compliance (used in Colombia) also auto-
generates a specific format of report files as defined by the local regulator. The
report files can be found in the Integrated FTP Server on page 102.

The Evaluation Status field provides an overall status of PASS or FAIL of the
entire compliance. Anytime the evaluation period is not complete (typically it is
required 1 week observation), the status will be N/A (Not Available).

The Start Time field shows the last time the compliance engine was restarted.
The entire state and observation window history is stored on the internal non-
volatile memory, so even after powering down, the Engine will continue its
evaluation and maintain all indications. (Start time remains unchanged after de-
vice powered up.)

The Window Time On/Off fields specify how much aggregated time is already
in the observation window. ON refers to the aggregated window time the device
was powered on and OFF refers to the amount of window time the device power
was off. The format presented is [Days: Hours: Minutes: Seconds]. Ideally the
OFF time is all zeroes and the ON time is 7 days (which is the typical full obser-
vation period in most of the compliance types). Once the observation window
reaches 7 days, it will start to slide in steps of 2 hours. Sliding means the infor-
mation from the oldest 2 hours is being dropped, where a new up-to-date 2-hour
interval is being stored.

The Measurement Flag field indicates whether the compliance evaluation is
currently Masked (equals Flagged) or not. Flagged time means a power quality
event such as DIP/SWELL or INTERRUPTION.
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The Status Table shows a high level PASS or FAIL indication of each PQ pa-
rameter. Any PQ parameter that has an incomplete observation period will be
presented as N/A (Not Available). Additional information of how a PQ parame-
ter is being evaluated can be seen by simply clicking on the parameter's text. For
example, clicking on the Voltage Frequency parameter within the EN50160
compliance mode will show an info page as shown on the figure below.

Status .

Voltage Frequency X

4

-
-~

Frequency compliance is based on
statistics: N, N1 & N2. Frequency
measurement interval is 10 sec in an
entire observation window of 1 week. N -
amount of intervals. N1 - intervals
frequency exceeded [+1.00%,-1.00%]
from nominal freq. N2 - intervals
frequency exceeded [+4.00%,-6.00%]
from nominal freq. N1 & N2 increment
only if valid voltage inside nominal
boundary of [+15.0%,-15.0%].
Compliance if both N/N1 >= 95.0% of
time and N/N2 >= 100.0% of time.
Intervals with voltage interruption are
masked. Intervals with DIPS or Over
voltage are masked.

I 1L M |~ = [ [Kp [0 I»
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The Compliance Info Page

This page contains detailed compliance information.

Detailed Compliance Info Status | Running
Status Window Time OK Time  Total
Partial Observation Interval Time Fail M/A Evenis
oK 1week  100.000 %
Voltage F 2. Complet 0.0000% 0
rage trequency ok  COMPEE Yosec | 0.0000 %
Supply Voltage OK 1week | 100.000 % 0
Variations ok~ Comelete o "0.0000 % 00000% 0
Rapid Voltage OK 1week |100.000 %
Changes 0K OMPIELE T3 sec | 0.0000 % :
) 0K 1week  100.000 %
s Voltage D 5% | Complet 0.0000% O
upply Voltage Dips - Complete =\ ™ "0.0000 % °
) oK 1week  100.000 %
Short Int 2. Complet 0.0000% 0
ort Interruptions OK OMPIEEE | Yoms | 0.0000 %
) oK 1week = 98.837 %
Long Interruptions OK Complete 10 11626 % 0.0000 % 1
Temporary OK Complete 1week | 100.000 % 0.0000% 0
Overvoltage OK 10 ms 0.0000 %
) ) oK 1week  100.000 %
Flicker Severity 5% | Complet ; 0.0000% O
IERELo8NE 0K OMPIEEE  yomin | 0.0000 % °
) oK 1week  100.000 %
H Voltag .| Complet ; 0.0000% 0
anmmonic oliaqge DK DmpEE 1[] min uuuuu %
Supply Voltage oK 1week | 100.000 % 0
Unbalance ok~ Comelete o "0.0000 % 00000% 0

By clicking on the parameter’s text, you get the following detailed informa-
tion:

e Status/Partial contains two status indicators. The upper indicator refers to the entire ob-
servation window’s PASS/FAIL result (same status as presented in the Summary page),
while the lower indicator is a PASS/FAIL indicator of the most recent period. This re-
cent indicator is served as real-time indicator and typically reflects only minutes to a few
hours of history (this is dependent on the specific PQ parameter measurement' intervals
and method).

¢ Observation indicates whether the observation window of the PQ parameter is com-
plete.
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e Window/Interval provides the observation window time in the upper area and meas-
urement interval time in the lower area. Time OK/Time FAIL provides the percentage
of time the PQ parameter was OK (as green text on the upper area) and percentage of
time the PQ parameter was outside the defined limits or failed (as red text in the lower
area).

e Time N/A provides the percentage of time the unit was not measuring due to lack of
power.

e Total Events provides the overall number of PQ events influenced by the PQ parameter
in the observation window.

The Compliance Chart Page

This page displays graphical bars of compliance levels (equals to percentage of
time OK). The minimum and maximum values in the chart are configurable.

Status: Min: % [ auto Max: % [ auto

0% 95% 100%
| | |

The User Defined Pages

These pages allow you to fully customize the compliance parameters. In order to
be able to configure, you first need to change the compliance type to User De-
fined (under Compliance Summary page).
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Service Section

The Setup pages are used to configure the BLACKBOX Portable. Notice that in
order to setup any of the pages and parameters in the BLACKBOX Portable in-
terface, there is a need to login as Administrator.

To verify Administrator login, you should notice the unlocked sign D at the

right side of the page. A locked sign B means Viewer level only and does not
allow configuration.

(Refer to Login Page chapter on page 43)

MONITORING ENERGY POWER QUALITY = = MULTI-IO
REMOTE CONTROL =
Setup Apply changes | Refresh data | Reset unit
] G4 Unit Configuration
" bowersemp | | Product: Name : BLACKBOX Type : G4500
* Events Setup Version: Boot: 0.3.02 SW : 0.3.52.1.C5A4 HW : 2x2x1x0 D5P : §12.28
* Display Setup Site: Demo unit
" RS-485/422 Description: G4500 Unit
. E';';‘r‘::;e Operator: OPERATOR NAME
* PPP Setup Company: COMPANY NAME
Diagnostics Password Setup
kb ) Viewer ) Admin

* powersans I cortm:

* PQZIP Status

epswome | Time Setup Set date & time
W RTC Counter Time Zone Unit Date & Time

'« Alarm Setwp 69:5:20.47 DH.M.S utc+2 [+

Version 03521 Serial 5E-T0-07-B4-CE-8D Unit time 18/02/2009 13:42:02 @ Elspec Ltd 2008
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Unit Setup

The Unit Setup page is used to configure the main properties of BLACKBOX
Portable unit identification.

Selup | Applychanges | | Refreshdata | | Reset unit |
Onitsetip
NeworkSetup G4 Unit Configuration
e Product: Name: BLACKBOX Type: G4500
e Version:  Boot: 0.3.02 SW: 0.3.52.1.C5A4 HW: 2x2x1x0 DSP: 812.28
s s it o Site: Demo unit
RS-485/422
Description: G4500 Unit
Firmware Upgrade
PPPT Operator: OPERATOR NAME
Diagnostics Company: COMPANY NAME
System Log
T e TS Password Setup
Power Status O Viewer O Admin
PQZIP Status [ _Set password | passwora:
GPS Module [ Reset password | confirm:
é—mail Alerts
e T - Time Setup [ Set date & time
T RTC Counter Time Zone Unit Date & Time
69:7:15:43 D:H:M:S UTC +2 v

G4 Unit Configuration Section

The Product field specifies the type of BLACKBOX model in use. This field
is for future use.)

The Version field specifies internal HW and SW versions in which:

e Boot: Specified Boot application version. The boot application is a
small separated part of the firmware. The Boot is stored on a secured
sector in the internal flash memory chip and is used for the very begin-
ning of HW initialization and further execution of the BLACKBOX
firmware. The Boot executes either Bank A or Bank B firmware.
(Refer to Firmware Upgrade on page 88)

e SW: BLACKBOX firmware version. Notice that BLACKBOX device
contains two banks of firmware, while the version in this field refers to
the currently executed firmware.

(Refer to Firmware Upgrade on page 88)

e HW: BLACKBOX hardware version.
Elspec | Website
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e DSP: BLACKBOX DSP version. The BLACKBOX contains a dedi-
cated DSP (Digital Signal Processing) module for high speed calcula-
tions. This field defines the firmware version of the code being executed
on this DSP.

o The Site field enables the user to define a description of the site where
the device is installed. This site's description also appears in the EL-
SPEC Search utility under Unit Description when searching for devices.

For example:

@ Elspec Search
File Mode

# 7 |IP Address |Unit Description |SubnetMask |Gateway P |IP Mode |PH\" |Firmware |Hardware |Serial Mumber |
100,100.100.114 WEE FTE  Demo unit 2595.255.255.0 | 192.168.1.254 Fixed Lo 03521 ZxzZxlx0 SE.70.07.64.CE.90

e The Description field is an additional text field for optional use.

e The Operator field is an additional text field typically for inputting op-
erator/technician name.

e The Company field is additional text field typically for inputting com-
pany name.

Password Setup section

This section enables the Administrator to change or reset the passwords of
Viewer and Administrator levels. Notice that the default (Reset) passwords
are:

e 123: Viewer (can view but cannot configure)

e 12345: Administrator (can view as well as configure the device)

Time Setup
The Time Setup section is used to set and control the displayed time.

e The RTC Counter refers to the counting of the internal battery backup
real time clock. The RTC starts its counting from the manufacture date.
RTC Counter format is: Days, Hours, Minutes, and Seconds.

e Time Zone specifies the date and time to be presented on the WEB
(time and date are presented at the bottom of the page). The presented
time is the local time derived from the GMT time and the configured
Time Zone which shifts the GMT time backward or forward in accor-
dance. (Greenwich Mean Time (GMT) means time at Greenwich, Lon-
don . Itisalso referred to as UTC.)
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e Unit Date & Time allows you to set the current time and date manually.
Once you click on the configuration box, the date or time will instantly
appear and you can set it. Click on the Set Date & Time button and the
time is changed. However, if the unit's Time Synchronization module is
synchronizing with an external source (like NTP or GPS), the time will
be overridden as soon as the time is updated. To prevent automatic up-
dates, set the Time Sync module on Self synchronization refer to Time
Synchronization on page 98.

Network Setup
The BLACKBOX Portable provides 3 Fast Ethernet Links and a Wireless con-
nection (Wi-Fi Access point and router).

The Network Setup page is used to configure all units' Network connection set-
tings, except for the wireless access point which is an additional web interface.
Refer to Ethernet Ports View on page 28.
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Unit Setup
Newerwsep™ LAN Setup
Power Setup cD
Events Setup | Ayto DHCP Enable ¥ Transport
Display Setu -
PV V|| | 1P Address Main SNTP
RS-485/422
——  Subnet Mask Altemate SNTP
Firmware Upgrade -
e ——— = Using SNTP
PPP Setup Internal Link .
G ] : ew e
Diagnostics Auto DHCP Disable v
Y T Slew Fact
System Log IP Address 192.168.1.1 oW L acior
Network Status  Subnet Mask  [255.265.0.0 Shep T
Power Status
S | | Gateway 192.168.1.254
PQZIP Status
GPS Module SMTP Server  0.0.0.0
E-mail Alerts
————— Ports Setup
Alarm Setup
SMIBIpOTY HTTP port FTP daemon
25 80 21

Access Setup

FTP Login ELSPEC
Password:
Confirm:

[ SetFTP password |
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LAN2/LCD Port Setup

This port is for direct connection to the BLACKBOX Portable device, by-
passing its internal router (suitable for connecting the unit with local LAN of
computers/servers).

e The Auto DHCP field is used to control the IP automatic setup method;
if set to enable, the unit gets its IP configuration from a DHCP server on
the LAN2 port side. If set to disable, the unit uses a fixed IP configura-
tion on its LANZ side as further defined.

e The IP Address is used for setting the BLACKBOX Portable’s internet
address on LANZ side.

e The Subnet Mask is used for setting the BLACKBOX Portable’s sub-
net mask on LAN2 side.

Internal Link Port Setup

This port is an internal link between the BLACKBOX Portable’s internal
main CPU and the internal router. Ethernet Ports View on page 28.

e The Auto DHCP field is used to control the IP automatic setup method;
if set to enable, the unit gets its IP configuration from the internal
BLACKBOX Wi-Fi router. If set to disable, the unit uses a fixed IP con-
figuration on its Internal Link side as further defined.

o The IP Address is used for setting the BLACKBOX Portable’s internet
address on Internal Link side.

e The Subnet Mask is used for setting the BLACKBOX Portable’s sub-
net mask on Internal Link side.

Address Range Validation

Valid addresses range resulting from LAN2 pair of IP address and subnet
mask must be different than the address range resulting from the same pair
of settings on the Internal Link; otherwise, a connection failure is expected.
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LAN Setup LAN Setup
LAN2/LCD LAN2/LCD
Auto DHCP Disable v Auto DHCP Disable v
IP Address  [169.254112 IP Address | [192.168.1.12]
Subnet Mask | |255 245 255 0 Subnet Mask | |255 255 255 0
Internal Link Internal Link
Auto DHCP Disable v Auto DHCP Disable +
IP Address 192 168.11 IP Address 192.168.1.1
Subnet Mask | |255.255.0.0 Subnet Mask | |255.255.0.0
Gateway 192 168 1.254 Gateway 192.168.1.254
SMTP Server 0.0.0.0 SMTP Server 0.0.0.0
Correct Incorrect
LAN2 = 169.254... is different than LAN2 = 192.168... equals to
Internal Link = 192.168.... Internal Link = 192.168....
Ok, Different ranges. IP range conflict!!!

Gateway and SMTP

The Gateway is used for setting the BLACKBOX Portable’s default Gate-
way IP address. This address is used when the BLACKBOX Portable needs
to send data to IP addresses outside its LAN2 and Internal Link network
range. Typically this is set to the internal router.

The SMTP Server is used for setting an IP Address for Email Server to be
used for sending notification emails.

Ports Setup: This is a legacy option for remote access. Port Setup enables
changing the standard configuration of internet port numbers for standard
communication protocols (Emails, File Transfer, & Web browsing). This
might be used in networks where standard port numbers are forbidden or re-
served by firewalls or in case one wishes to reserve the standard port number
for a legacy modem/router that does not support port forwarding. (Notice
that most external modems/routers on the market today do support port for-
warding). It is suggested to leave the port numbers in their default setup so
that it will be straight forward for web browsers or FTP clients to access the
device via LAN/Internet.

e The SMTP Port is used for setting port number of mail transfer.

e The HTTP Port is used for setting port number of Web browsing.
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e The FTP Daemon is used for setting port number of File transfer (con-
trol channel).

e The FTP Data is used for setting port number of File transfer (data
channel).

Notice that change of FTP ports also requires a
change in PQSCADA configuration.

Access Setup

This controls the FTP login and FTP password (FTP is File Transfer) for se-
curity measures. If no security measures are required, it is suggested to leave
the default settings for straightforward PQSCADA connection.

®

Notice that change of access setup also requires a
change in PQSCADA configuration.

Network Time

This section controls Time Synchronization.

e Transport is used to set whether the Time Sync module selects the
source automatically or is manually forced to NTP or GPS source.

e Main SNTP is used to configure the IP address of the Primary NTP
server to be used.

e Alternate SNTP is used to configure the IP address of the secondary
NTP server to be used, in case the primary is not available.

(Refer to on page 98 for more information.)
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Power Setup

MONITORING ENERGY POWER QUALITY MULTH-IO
REMOTE CONTROL =
Setup Apply changes | Refresh data | Reset metering | Reset demand
* Unit Setup
Power Configuration WYE 4 wires [ =]

* Network Setup

W Potential Transformer (PT) PT Ratio DisableE Primary . Secondary =

* Events Setup Nominals F (Hz) 50 % V (V) 400 2
* Display Setup |Z| |Z| |Z| |Z|
Voltage Polari Vu | Mormal V1 |Mormal Vz Normal V3 |Normal
" R5-485/422 9 Y
» Firmware Current probes info
Uparade
* PPP Setup CT Ratic (A) Nominal
Channel Primary Secondary (A) Polarity Info
Diagnostics
l4 — — 3000 | Mormal |Z| Chauvin Arnoux-3000A: 1KA/M46mV
* System Log
I2 1 1 1 |Mormal |Z| mini clamp: 1AV
* Network Status
* Power Status I Mormal |Z| No probe detected
* PQZIP Status I Mormal [~ No probe detected
* GPS Module
; } Energy Intervals Non-measured Currents
E-mail Alerts
* Alarm Setup Metering Interval Sliding Window Calculated Phase
15 min|Z| Enable |Z| All measuredlz
Meter Readings Log
Mode Duration Log restart
UTC: (12|~ [:|00 cevery |1 of month
Disable  [+] 1/Month[ =] [=F|00[x]. every [1 []

Local: 14:00, every 1 of month

Version 0.3.52.1 Serial 5E-T0-07-B4-CE-9D Unit time 18/02/2009 15:02:32 © Elspec Ltd 2008
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The Power Setup page contains the following subsections:
e Power Configuration
e Current probes info
e Energy Intervals
e Non-measured Current

e Meter Readings Log

Power Configuration

This page defines the network type and nominal voltage and frequency val-

ues.
Power Configuration WYE 4 wires | »
Delta 3 wires
_ 5
Potential Transformer (PT) PT Ratio DlsableE Primary ~ Secon Single |res
Single LN
Nominals F (Hz) 502 V (V) 42Phase TR
Voltage Polarity Vi | Normal E V4| Normal E Vz | Normal E Vz | Normal E

The network type settings are represented by five different configurations,
although the actual number of supported networks could be extended to vir-
tually any existing configuration.

The following table proposes the recommended configurations for several
supported power types.

Power Type Power Configuration to use

Single Phase with Neutral Single LN
Single Phase without Neutral Single LL
Single split phase 2Phase TR
Three Wire Delta Delta 3 wires
Four Wire WYE WYE 4 wires
Three Wire WYE WYE 4 wires
Delta High Leg Delta 3 wires
Delta Open Leg Delta 3 wires

(Refer to Power Type Diagrams on page 19 for connection
diagrams.)
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Potential Transformer (PT)

Potential Transformer (PT) PT Ratio |Enable -| Primary 400, Secondary 400

= '

Potential Transformer configuration is required only for a MV/HV networks
where the voltage is measured using PTs. When enabled, the Primary and
Secondary transformer values should be configured.

Nominals

A -

Nominals F (Hz) a0, V (V) 400

The Nominals section defines the nominal values for frequency (F) and Vol-
tages (V). The Frequency nominal affects compliance (refer to Power Quali-
ty Section on page 60) and the EN61000-4-30 measurement window. When
50Hz nominal is set, the window is 10 cycles, and for 60Hz, it is 12 cycles.

The Voltage Nominal also affects the compliance engine (refer to Power
Quality Section on page 60) and PQZip recording (refer to PQZip on
page 111).

' For maximum logging resolution and efficiency it is
recommended keeping NOMINAL values as close to
the expected normal condition values and NOT to
maximum values!
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Voltage Polarity

Voltage Polarity Vi |Normal Vi Normal [=] Vz| Normal [+| V3 Normal [~
Reverse
[ o PCTPEEEarey IEPr FOE -

The Voltage Polarity settings allow for toggling the polarity without it being
necessary to change the wiring when voltage probes are connected in wrong
polarity due to a wiring mistake.

Current Probes Info

Current probes info

CT Ratio (A) Nominal
Channel Primary Secondary (&) Polarity Info
l4 3000  |Mormal |z| Chauvin Arnoux-3000A: 1KA/4EmY
Iz 1 1 1 |Mormal |z| mini clamp: 1AMV
Iz Mormal |Z| No probe detected
In Maormal |Z| No probe detected

The Current Probes Info section provides the status and configuration for the
current probe detection mechanism. When it is successfully detected, the
probe type is displayed on the Info section. If no probe is con-
nected/detected, the Info shows a No probe detected string.

Configuration options are directly dependent on the probe type, for example,
the mini clamp 1A/1V (refer to page 11 for specifications) is normally
used to measure a secondary current of a current transformer (CT). In that
case, the CT should be defined as Primary/Secondary values. On flexible
probe types, these settings are not available.

Nominal (A) value plays an important role for the PQZip recording func-
tionality (refer to PQZip on page 111). In the event that the probe is
identified, the value is automatically set to probe default.
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' For maximum logging resolution and efficiency it
1s recommended keeping NOMINAL values as
close to the expected normal condition values and

NOT to maximum values!

Energy Intervals

Energy Intervals

Metering Interval Sliding Window

Enable E|

ings Log
e Duratic

The Energy Intervals section defines the interval of energy consumption in-
formation to be aggregated and stored. The same interval is applicable for
the Meter Reading Log (see below).

The aggregation for demand calculations can be further defined as a sliding
window by enabling a Sliding Window parameter. The sliding window’s
step is defined as 1 second.

Non-measured Current

The Non-measured Current section helps to configure calculated current
channels. The options are different for WYE and DELTA setups.

On WYE network type configurations:

Non-measured Currents

Calculated Phase

All measured | = |
All measured
In calculated

The neutral current (In) could be optionally calculated from the sum of
three-phase currents, or alternatively, measured by the 14-current channel.
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On DELTA network configurations:

Non-measured Currents

Missed Phase

All Present | = |
All Present
L1 Absent
L2 Absent
L3 Absent

One of the three-phase current channels could optionally be calculated from
the 11+12+13=0.

Meter Readings Log

Meter Readings Log

Mode Duration Log restart

Disable E 1.#MnnthE uTC: 12|3: UUE,e\rew 1 E of month

Local: 14:00, every 1 of month

The Meter Reading Log section provides some extended meter reporting ca-
pabilities:

e Energy report (refer to page 159 for details)

e Power Curve Verification (PVC) report (refer to page 154 for de-
tails)

Events Setup

The Events Setup page is used for configuring custom events. While in the com-
pliance configuration pages you are limited to configure only power quality
events, in this page you are free to define any type of events notifications. Events
can be triggered based on any measured parameters and conditioned by complex
logical or mathematical functions.

Events setup is not related to power quality events. The Events setup is based on
a custom events engine that works in parallel to the power quality events engine.

The BLACKBOX Portable contains following event types:

| System Events 1-200 |
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User Custom Events Setup 201-232
Power Quality and Compliance Events 233-300
Reserved for other/future usage 301...

All events triggered in the BLACKBOX Portable are stored in the logger (flash
memory) which is viewable through the System Log page.

In addition, all events are also stored in the PQZIP files and can be further ana-
lyzed in the ELSPEC PQSCADA/Investigator software.

Events can generate an email-notification (refer to E-mails Alerts page for more
information).

Codes 201 — 232 are used for configuring up to 32 different, fully customized
events.

A custom event is typically built from one or more logical/mathematical condi-
tions. When the conditions are met, the event is triggered and the following in-
formation is generated and stored:

e Time Stamp of beginning

e Event Code number

e Duration of event

o Magnitude (A parameter value recorded during the event)

e Magnitude deviation (from the normal/configured value/treshold)
e Phases that were influenced

e Severity of the Event ( value indicating how severe ithe event is)

Although the information implies a power related event, you are free to
configure other type of events that are not related to specific power network
parameters, such as digital input-based events or even temperature-based events
and so on. (In such cases the Phases involved information should be left
blank/ignored.)

Events can also be based on multiple conditions, for example an event which is
triggered if both voltage is above some treshold and outside (PT-100) temprature
exceeds a certain limit.
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The Events Setup Page

This page contains buttons for applying changes/creating/deleting and
performing various actions on selected events.

Setup

[ Apply changes ] [ Refresh data ] [ New Event ] [ Clear All ]
* Unit Setup
* Network Setup Action on selected events: |Delete v Apply Action
" Power Setup .
TS Events List Preset | User Defined v
) p
* Display Setup No events defined for this mode

" RS-485/422
* Firmware Upgrade

" PPP Setup

Events List

The Events List section shows the existing user events. There are few modes

to use. A user may create events manually or select an already prepared set
of events from the Preset list.

Preset 1, Preset 2...: An already prepared events configurations (hard

coded in the firmware). Preset 2 is very useful for DFR (Digital Fault
Recording) applications.

e User Defined: Manual creation of events

Notice that changing between presets will erase the
content of what is already defined.

When selecting User Defined, you can create multiple events. Once an
event is created, it is added to the list.

Example:
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Events List Preset | User Defined v
[] On Code Description Counter
O v 201 Event 201 0
Oy 202 Event 202 1

The check boxes at the left are used to select either all (if press on top) or a
selective event entry. On the selected events, you may select a specific
action from the Action on Selected Events list and then press the Apply
action button to perform the action.

The Counter shows the current count of events. The counter can be zeroed
by using the Reset Counter action.

‘(/ Review the System Log to view the events online.

Creating a new User Defined Event

In order to create a new event, click on the button. The following section

appears:

Custom Event Configuration | More || Save || Cancel |
Description |Event 201 Code: 201

Condition | Add New v [ Edit Condition |
Trigger | On both begin and end Notify by e-mail

oy

Notice the underlined fields which can be clicked for
hints that provide online information about the field

and its usage.

e The Description is used to set a meaningful name for the event.
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The Code is the event code #. The code number is selected
automatically from the available user events codes.

An event is based on one or more conditions. There are two types of
conditions Single and Multiple. No matter what type of condition is
linked to the event, the link between an event and its dependent
condition/s is by a condition ID string as selected in the Condition
selection box. Use the Edit Condition button to create new or edit an
existing condition.

An event is basically a logic signal. Anytime a condition is not active,
the event remains in a ""0" state. When a condition is met, the event
becomes "1" state (beginning of event). The event remains on "1" state
until the condition is de-activated (end of event). The trigger
configuration field defines what situations will generate an event record.
Notification is either on the beginning state, end state or at both states.

&

Notice that if selecting the beginning of an event, the
duration indication of the event will be recorded as

zero.

User events are stored automatically in the system log and PQZIP. In
addition, you may set the Notify by Email to create an email notification as
soon as the event is triggered.

The Save button is used to save the configuration.

The More button displays more advanced settings that you can control.

Creating Event's Conditions

Condition Configuration [Mare || Save || Cancel

ID- | Condition 1 (#1) Type:|Single ~

The Single type of condition is defined as the result of some rule
(mathematical operation on some system parameters), For instance, a
percentage voltage drops below the threshold or a change of digital input
and so on. The condition has 2 logic states, Activated(1) and De-
activated(0). Transition to each state is fully user configurable.

A Multiple-type of condition is a combination of 2 other subconditions.
A Multiple-type condition must be linked to 2 subconditions, each of
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these 2 subconditions can be either Multiple or Single type. Therefore,
the Multiple- type condition can be used to create a complex hierarchy
of conditions.

oy

Notice that until there are at least 2 conditions de-

fined, it is impossible to create a Multiple condition.

e The ID Condition is identified by a text ID. Two conditions cannot be
set to the same ID string.

e The Type selects the type of condition (either Single or Multiple).

Single Type Condition

Condition Configuration (More || Save || Cancel
ID- |Condition 1 #1) Type:|Single +
Based on: Parameter:
Per Phase [V/1]. Frequency * 11 RMS hd
Activation
Compare to: | Parameter Parameter: Nominal |
Deviation: Operation:

10 o, 100%(|(X-V)V)==D »
DeActivation
Compare to: |Parameter ¥ Parameter: Nominal |
Deviation: Operation:

10] %, 100%(|(X-V)IV)<D

e The Based on list box is used to select a group of parameters for further
user selection.

e The Parameter list box is used to select the specific parameter from a
previously selected group. The selected parameter will be used as the
"X" variable in the condition rules (operation).
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e The Activation area is used to configure the rules that will be applied to
cause real-time activation of the condition (change from 0 -> 1). For ex-
ample, if you set the following: Voltage RMS 1 (X = V1), Compare to is
set to the configured Nominal voltage (say, V = 230V), Deviation is set
10 (D = 10%) and Operation is set 100*(|X-V|/V) >= D, the condition
will be activated when the RMS voltage of channel 1 goes 10% above or
10% below nominal voltage.

e The Deactivation area is used to configure the rules that will be applied
to cause real-time de-activation of the condition (change from 1 -> 0).
For example, if you set the following: Voltage RMS 1 (X = V1), Com-
pare to is set to the configured Nominal voltage (say, V = 230V), Devia-
tion is set 10 (D = 10%) and Operation is set 100*(|X-V|/V) < D, the
condition will be de-activated when the RMS voltage of channel 1 goes
below 10% deviation from nominal.

e The Compare to list is used to select the type of reference value (V")
to compare to the X parameter value.

e The Parameter is for setting reference to system parameter such as
nominal voltage value.

e User Value enables the user to edit his own reference value.

e Interval average enables user to compare X to its averaged value over a
defined time interval.

e Value A enables dX/dt (time deviation) operation, which means X is
compared to its previous sample value. For instance, if the selected X
parameter is V1 RMS (from group 10[ms] Fast RMS than V = X[-1]
(meaning, previous 10ms RMS value).

e Deviation defines the Deviation ("D") value used in the operation for-
mula. Notice that some operations do not contain deviation; in such
cases the deviation configuration is not in use.

e Operation defines the rule or mathematical operation to apply for Acti-
vation or Deactivation of condition.

Multiple Type Condition
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Condition Configuration [Mare ][ Save || Cancel |
ID- |Condition 1 #1) Type: | Multiple v

Condition A: Add New v |  Edit Subcondition |
Condition B: Add New v |  Edit Subcondition |
Logic: Magnitude Combination:

AnotB # Pug(A.B) |

e Condition A is used to select ID of first sub-condition.
e Condition B is used to select ID of second sub-condition.

e Logic is used to define the combined logic state between the two sub-
conditions A and B.

e Magnitude Combination instructs the events engine how to compute
the Magnitude resulting from a combined condition. For instance, say
condition A and condition B are both voltage parameters. In this case,
selecting Avg. (Average) or Max (Maximum) is practical. However if
condition A is voltage and condition B is current, then AVG or MAX is
irrelevant, while A-only option is more practical (meaning only magni-
tude of voltage from condition A will be taken).

Elspec | Website



August 2010 G4500 BLACKBOX PORTABLE OPERATIONAL MANUAL

Display Setup

The Display Setup page enables customization for regional and generic display-
related settings.

ENERGY FOWER QUALITY MULTI-IO
REMOTE CONTROL
Setup Apply changes |  Refresh data |
* Unit Setup
—— Display Format
* Network Setup
* Power Setup Phase Format N123 E
* Events Setup PF Unit Format Cap/Ind E
W Temperature Format Celsius E|
" RS-4851422 Lightweight Website Disable [
. Firmware Table Data Accuracy RegularE
Upgrade
Default language English E
* PPP Setup

Firmware Upgrade

The BLACKBOX s internal software (firmware) can be upgraded on de-
mand using a Firmware Upgrade page located on Service section.

2/ YA\ \
MONITORING ENERGY POWER QUALITY MULTI-IO

REMOTE CONTROL a

Setup Apply changes |  Refresh data |  Upgrade FW |
Unit Setup
vetwork sewp | F TP Firmware Upgrade Banks Active bank : | A[~]
Power Setup FTP server 212.143.246.204 Bank A version 03521
Events Setup FTP username ELSPEC Bank B version 0.3.52.0
Py FTP password elspecelspec
RS-485/422
ﬁ Firmware filename G4k bin
Upgrade -

Local Image Firmware Upload

PPP Setup

Diagnostics
System Log [ e e e
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The firmware upgrade procedure requires Admin level privileges.
(Refer to Access on page 42.)

Firmware Banks

The BLACKBOX Portable implements a comprehensive firmware manage-
ment mechanism designed to insure a failure-free field upgrading functional-
ity. The mechanism insures that at any time there are two firmware images
available, where only one is active, which means running, another is availa-
ble to be upgraded.

The firmware images are stored in a dedicated non-volatile flash memory
block referred to as Bank.

The Bank’s status is displayed on the Banks section on Firmware Upgrade

page.
Banks Active bank: A -
Bank A version 0.3.521
Bank B version 0.3.52.0

e Active Bank shows which firmware Bank is actually in use.

o Bank A/B version displays a Bank’s firmware and condition. A numeri-
cal- only firmware name means valid firmware, which is ready to use. In
some situations the firmware could be further marked with a prefix char-
acter to identify a firmware status. The table below describes status pre-
fixes available:

Prefix Status

o The firmware was upgraded and reboot is pending to activate the

(Asterisk) image for the first time. The user is free to initiate reboot manually
to complete the upgrading procedure.

“F” The firmware image failed to complete the initialization process
successfully. The firmware was declared as “Faulty”, another bank
is being used.

4 The firmware bank is being upgraded at the moment, wait for a
completion.

“E” The bank is empty.

For example, if firmware 0.3.52.0 would be found faulty/damaged/corrupted
it will appear as F0.3.52.0 on the Bank A/B version field. In such a case it is
recommended to check if the firmware file is authentic and attempt to up-

grade it again.
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Firmware File

New, complimentary firmware upgrades that can offer new and improved

functionalities are released often. Usually, new firmware can be expected to
be released every couple of months. The new firmware files are available in
the Service/Download section on the Elspec web site: http://elspec-Itd.com/.

= Top FAGs

*  Downloads

- Technical Notes

- Comtact Support

®  Marketing Material

- Product Registration

Power Quality Solutions

BOLUTIONS & APPLICATIONS PRODUCTSE A RERVICES AGENTS LOCAT SUPPONT CONIACT s

?mﬁmmmwnnl

Softwarn:  Download the latest Hepec Blackbox
software, incdduding firmware, tispec Search,
Irwestgator, Enterpnse PGSCADA and ubiltes.,
Software: ..

read mare by chickng Bere 1

Power Quality Solutions
(Equalizer/Activar)

Firmware Upgrade: chck on the nk below,
Flease read the upgrade instrucbions in your
product’s user manual carefully before
performing the upgrade. Notce the smpactant
fotes at the.

read mare by chcking here 100

Top of Page

a) Select Power Quality Analyzers Section.

gépec

Power Quality Solutions

CUmMPANY BOLUTIONS & APPLICATIONS PAGDUCTS A BEAVCES ASIATAAOCATON wrron| CONTACE us

- Techaial Nutes

*  Contact Suppent

Soltware:

Doaniosd the lstest Dupec Diackban softmare, ndudng firrmmace, Dasged Sesrch,
Investgator, Erterpnse PQECADA and utites.

B o astaator v.2.2.2.35 (Decembar 2608)

*  Marketing M

®  Product Regeviration

m PQICADS ¥ LLLLL (Decamber 2000)

Impoctant: clease dawrioad and read the folowng manuals prar b PQSCADA matalisbon!
T —-
POSCADA Laade Jvds
Dtilitees
B pecronaft HETIS Lantal

Top of Page

b) Download the latest firmware version from the Software section.
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HTTP Upgrade

Probably, the simplest way of upgrading your instrument is by using the
HTTP Upgrade functionality.

Local Image Firmware Upload

Upload local firmware image |

This can be initiated by using the Local Image Firmware Upload section.

a) Press the Browse button and select the image file you’ve downloaded on
your local computer.

/= Demo unit - G4500 - Windows Intemnet Explorer

]@ Dema unit - G4500 x I I

il L. .
)« LocalDisk(C) » Temp = |4p [l seorn
older

MULTIHO

Favorite Links Name Date modif... Type Size
i H rade FW
[ Documents TG4k 6 3 5012 Ba00 bin jrade FW_ |
Type: BIN File
Size: 249 MB
Date modified: 22/02/2009 13:30 Banks Active bank B -
T PR
& Recently Changed Bank A version 0.3.52.1
[ searches Bank B version 03522
% Recent Places
Bl Desktop
% Computer
Folders ~ l'
File name ~ | Al Fiies () - 1
!_e image

" PQZIP Status

" GPS Module

b) Press Open.
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Local Image Firmware Upload

C:\Temp\G4k_0_3_50_12_B800_bin

[ Upload local firmware image ]

c) Press the Upload local firmware image button to initiate an actual up-
grade process.

' It is recommended using “simple” folders such as
c:\ Temp for local firmware upgrades.

Folders which require a special security, such as “My

Documents” or “Desktop” may not operate correctly
with HTTP upload.

FTP Upgrade

An alternative option of upgrading your instrument is by using an FTP (File
Transfer Protocol) interface. The BLACKBOX Portable employs an FTP
client module which is capable of downloading a firmware image file from
an external FTP server automatically.

\ .l.c"{ H) ﬁ ‘\ (‘
-

MONITORING ENERGY POWER QUALITY

MULTI-IO

REMOTE CONTROL =]
Setup [ Apply changes } [ Refresh data ] [ Upgrade FW J
* Unit Setup
TR FTP Firmware Upgrade Banks Active bank: A ~
* Power Setup
FTP server 212.143.246.204 Bank A version 0.3.52.2

* Events Setup

—— Bank B version 0.3.52.2
« Display Setup FTP username ELSPEC

* RS-485/422 FTP password elspecelspec

W Firmware filename G4k.bin

The FTP firmware upgrade functionality is configured in the FTP Firmware
Upgrade section. The factory default configuration settings define an ELS-
PEC corporate FTP server which is loaded with a latest released firmware.
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Alternatively, any other FTP server could be used. We recommend Filezilla,
a free FTP server (http://filezilla-project.org/) or similar.
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The IP address of the external FTP server where the
firmware file is located. The default settings is:
212.143.246.204 which is the ELSPEC’s FTP server
which is loaded with a latest released firmware

The username to login to the FTP server. The default is
ELSPEC, as for Elspec’s FTP server

The password to login to the FTP server. The default is
elspecelspec, as for Elspec’s FTP server

The firmware filename. As default, the latest firmware
located under Elspec’s FTP server is G4k.bin

FTP server

FTP username

FTP password

Firmware filename

e When ready, press Upgrade FW to initiate the upgrade process.

MONITORING ENERGY POWER QUALITY MULTI-IO

REMOTE CONTROL 3

b Setup Firmware upgrade started. Wait a few seconds until the upgrade is done.
Moo [ Apply changes ] [ Refresh data ] [ Upgrade FW }
* Network Setup
* Power Setup -

FTP Firmware Upgrade Banks Active bank: B ~

* Events Setup
< - FTP server 212.143.246.204 Bank A version 0.3.52.1

Display Setup
- 'RS485/422 EIR usemame ELSPEC Bank B version 03522
W FTP password elspecelspec

Upgrade
- PPP Setup Firmware filename G4k.bin

Diagnostics

' ’\f"l' 'M‘)ND c;rmul’:rn "“'ﬂ’,f‘
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When, completed it appears as:

T\ ¥
MONITORING ENERGY POWER QUALITY MULTI-IO
REMOTE CONTROL &
Setup Firmware upgrade completed successfully.
* Unit Setup
The unit is restarted now. You will be redirected to login page in a few minutes.
Multi-lIO Section

The Multi-10 Section provides the status and configuration for the digital Inputs
and RS232 serial interface.

SERVICE
SERVICE & a
MAINTENANCE

.. Digital Input Summa

* Digital In Setup g P ry

* UART Setup Digital Input 1 Mod.e: Normal;

Logic: 0;
Digital Input 2 Mode: Normal;
Logic: 0;
Digital Input 3 Mode: Normal;
Logic: 0;
Digital Input 4 Mode: Normal;
Logic: 0;
Digital Input 5 Mode: Normal;
Logic: 0;
Digital Input 6 Mode: Normal;
Logic: 0;

Version 0.3.52.1 Serial 5E-70-07-B4-CE-9D Unit time 18/02/2009 13:48:52
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LCD Section

The LCD Section main page emulates an optional B/W display interface.

- BURCK

MONITORING ENERGY POWER QUALITY. MULTI-IO L
LCD =

‘ersion 0.3.52.1 Serial 5E-70-07-B4-CE-9D Unit time 18/02/2009 13:49:28

Time Synchronization

The BLACKBOX Portable contains a Time Synchronization module. This
module maintains and tracks time that is being used by the entire BLACK-
BOX system and specifically by the PQZIP engine for storing compressed
waveforms in accurate time stamp.

The Time Sync module is a multi-time-source receiver and manager that uti-
lizes a unique algorithm to select the optimal time source, to adjust time and
to compensate on various delays, jitters and other communication-related
distortions.
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The main purpose of synchronizing a BLACKBOX device is to be able to
analyze and compare among multiple devices via the ELSPEC PQSACA-
DA/Investigator system, such as analyzing an event’s source or propagation
over multiple points across the power network.

The following time sources are supported:
e Primary NTP Network Server

e Alternative NTP Network Server

e GPS Receiver

e RTC (internal real-time clock)

Typically, the Time Sync module selects the time source automatically per
availability and quality of the existing time sources. However, the Time
Sync module can be configured to work manually and force a specific time
source (explained later in this section).

e The NTP Network Server is an external server machine that provides
NTP Clients (such as a BLACKBOX or a PC) a time over IP network
using NTP standard protocol. Time Sync supports two NTP Servers.
The first is acting as primary, and the second is an alternative in case the
primary is not available. NTP server is identified by an Internet (IP) ad-
dress. The BLACKBOX is basically acting as an NTP Client that initi-
ates time requests towards NTP servers. However the BLACKBOX also
acts as an NTP time server, and therefore, it can respond and provide
time for other BLACKBOX units that are configured to its NTP server.

e Synchronizing more than 5 BLACKBOX units to the same BLACK-
BOX is not recommended, as it may overload its server. Instead, use a
maximum of 5 BLACKBOX client units to request time from one
BLACKBOX server, and then direct up to 5 others to one of the previ-
ous 5, etc. NTP Time synchronization method is recommended any-
where there is a relatively good internet or intranet communication.

e A GPS Receiver is a GPS unit that receives a satellite signal and there-
fore requires special installation with a sky view or transponder from a
GPS receiver with a sky view. A GPS unit provides location and time in-
formation via a serial port (typically RS232/RS485 communication port
to the BLACKBOX). The GPS option is for remote sites where inter-
net/intranet communication is not an option or, alternatively, network
communication is poor.

e The RTC is an internal peripheral in the BLACKBOX unit that serves
as a default time source when no other external source available. The
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RTC is powered by a battery to maintain clock progress even when the
BLACKBOX device power is off.

The Time Sync module provides the BLACKBOX system with a
global time format called GMT or UTC. Using a global time approach
enables the BLACKBOX to synchronize measurements with other
BLACKBOXs located somewhere else around the globe. While the time
being recorded with PQZIP files is always GMT, the time shown on the
WERB interface is the local time (refer to Unit Time at the bottom of the
WEB page). The Local time is internally computed by the BLACKBOX
from the UTC obtained from the Time SYNC module plus the Time
Zone (which is the number of hours offset per specific country/area).
The Time Zone is configurable (under Service tab, Unit setup page, Time
Setup section).

The Time SYNC module also provides the source and the expected quality
of time in Synchronization Status. (Refer to Monitoring Section on
page 47)

Synchronization Status

Time Synchronization Main Good

DSP Synchronization On

In this example the Main refers to primary NTP Server, while the Good re-
fers to a good quality of time synchronization (meaning that the
learned/estimated time is very close to the true GMT obtained from the ex-
ternal time source).

Displayed Time Sources:

Main: Primary NTP Server source is currently the active time source.
Alternate: Alternative NTP Server is currently the active time source.
GPS: GPS is currently the active time source.

Self: RTC is currently the active time source.

Displayed Time Synchronization Quality/Accuracy:

Perfect: Perfect time quality, expected less than 10 [microseconds] de-
viation from GMT
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e Good: Good time quality, expected less than 100 [microseconds] devia-
tion from GMT

e Moderate: Moderate time quality, expected less than 10[millisecond]
deviation from GMT

e Poor: Poor time quality, expected less than 1[Second] deviation from
GMT

e No Time Synchronization: No external time source available/expected
more than 1 second deviation from GMT
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Configuring the Time Sync Module

In order to configure the Time Synchronization module go to Service tab,
Network Setup page, The Network Time section.

Network Time
Transport Automatic ¥
Main SNTP 100.100.100.55

Alternate SNTP 169.254.249 254

Using SNTP Self

Slew Mode Automatic ¥
Slew Factor o
Step Time sec

e Transport is used to set whether the Time Sync module selects the
source automatically or is manually forced to NTP or GPS source.

e The Main SNTP is used to configure the IP address of Primary NTP
server to be used.

e The Alternate SNTP is used to configure the IP address of secondary
NTP server to be used, in case primary is not available.

Using SNTP shows the current NTP server in use (Main, Alternate or Self if
no external NTP is used)

e Slew Mode configures the type of time slewing (adjustment) approach to
be used by the Time Sync module to compensate for time deviations and
network communication jitters. The default and preferred mode is
Automatic. When set to automatic, the slewing factor is according to
time source communication quality and you may only view the auto se-
lected slew factor and step time in the below fields.

You may further configure the slewing mode to manual and set the Slew
Factor and Step Time fields.

e Slew Factor is a percentage value between 0 to 100%, defining how
much to correct time in percentage towards the new GMT learned from
time source. 100% means full correction, or a step towards the received
time as is, and 0% means no change at all.
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e Step Time is time in seconds and defines the threshold value. Above
this value, the Time Sync module will simply step towards the new
learned GMT time.

e Manual slew modes contain Master and Slave,-which are manual modes
with the same user control. The only difference is that the defaults are
automatically written in the WEB interface (SLEW Factor and Step
Time fields). While the Master values fit more to a situation of a
BLACKBOX receiving unstable time and acting as an NTP server that
further feeds other BLACKBOX with its learned time, Slave values fit a
situation of a BLACKBOX only acting as an NTP client without further
spreading time to other units.

Time Sync and PQZIP Time Stamping

Since the main purpose of the BLACKBOX Portable is to continuously re-
cord and measure channels for analysis, it is essential to maintain a very ac-
curate UTC time stamp. A PQZIP file is built from time records; typically a
record represents several minutes. Each record contains a beginning and an
end UTC time stamp. Once the Time Sync module detects that time is con-
tinuously drifting beyond a few tenths of milliseconds, the slewing is not
enough to compensate for the drift. Instead, a time step/jump is made and the
corresponding PQZIP record is closed with the old time stamp while a new
record is opened with the new stepped time. Such cases may happen if the
time source (NTP Server/GPS) is unstable or when the communication link
with the NTP server is inconsistent.

Integrated FTP Server

102

FTP is a file transfer protocol for exchanging and manipulating files over

a TCP computer network. The BLACKBOX Portable uses an integrated FTP
server providing the most convenient computer network standard interface to the
generated PQZip files and auto generated reports. The PQSCADA software sys-
tem makes use of the FTP server interface by automatically downloading PQZip
files.

One of the easiest ways to launch an FTP session, which allows the user to ac-
cess the BLACKBOX Portable’s internal memory, is by using the Elspec Search
utility (refer to Launching WEB or FTP Session on page 141).

Another way is by typing ftp://[device ip address]/ in the Windows Internet Ex-
plorer or Windows Explorer address field.
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/2 FTP root at 192.168.1.1 - Windows Interet Explorer

& ftp://19216811/

File Edit View Favorites Tools Help

e e ‘@rrp root at192.163.1.1 | ‘

FTP rootat 192.168.1.1

To view this FTP site in Windows Explorer, click Page, and then click Open FTP Site in Windows Explorer.

01/01/1970 12:00AM Directory CE_UPME

Login

When initiated from Elspec Search utility, this page will probably appear as

shown above. On manual operation it will most likely require a user name and
password like:

r |
Internet Explorer &J

% To log on to this FTP server, type a user name and password.

FTP server: 192.168.1.1

User name:
Password:

After you log on, you can add this server to your Favorites and return to it easily.

[ Log on anonymously

Log On ][ Cancel
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If so, type:
User name: ELSPEC

Password: elspecelspec

It is recommended to open the folder in Microsoft Explorer rather than Internet
Explorer, since the latter may have some issues related to file operations.

To switch from Internet Explorer to the Windows Explorer, press the Page but-
ton and select Open FTP Site in Windows Explorer.

’:l\ v v.;‘{»)‘) v - v'ﬁ’opaggv ﬂ}TOOlS'

New Window Ctrl+N

Save As...

Send Page by E-mail...
Send Link by E-mail...
Edit with Notepad

Zoom >
Text Size >
Encoding »
View Source

Open FTP Site in Windows Explorer

This will probably require typing a password again:
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Log On As @

> Either the server does not allow anonymous logins or the e-mail address was not
3 accepted.

FTP server: 192.168.1.1

User name: ELSPEC &
Password: ssssssssssee

After you log on, you can add this server to your Favorites and return to it easily.

& FTP does not encrypt or encode passwords or data before sending them to the
= server. To protect the security of your passwords and data, use WebDAV instead.

[7]Log on anonymously

[ Log On ][ Cancel ]

It is recommended marking the Save password checkbox if you prefer skip-
ping that procedure the next time.
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System limitations

The BLACKBOX Portable’s integrated FTP server is limited by design to han-
dle up to 4 concurrent FTP connections. Any connection while another 4 are still
active will be denied. Connection which is idle for more than 2 minutes will be
closed automatically.

The File Structure

= # ftp://192168.1.1/

Organize v m= Views ~

A ] Name Size Type Date modified

Documents , CF_UPMB

2| Pictures
2 Music

More »

Folders v
Bl Desktop
B Elspec
. Public
1% Computer
L¥ Network
@ Internet Explorer
i® 192168.1.1
. CF_UPMB
. configuration
. PQZIPDATA_
. system
. upload

The root directory of the BLACKBOX Portable’s FTP server appears as
CF_UPMB which points to the main storage memory drive.
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PQzZip Files
The PQZip Files are located under PQZIPDATA _ folder

a . ftp://192.168.1.1/CF_UPMB/

Organize ~ [ Views

[7] Name Size Date modified Date created Date accessed
Documents

Pictures
Music
More » | - 5

Iders v | configurati | PQZIPDATA_ system upload tmp.tmp
Bl Desktop
=3 Elspec
Public
1% Computer
¥ Network

The PQZip files are organized under PQZip folders. The folder names are con-
structed as:

FER. A BC

Where:
e A: Device serial number

e B: The date and time the folder was created. The format is: YYY-
YMMDDHHMMSSmMmmm
where YYYY = Year, MM = Month, DD = Day, HH = hour, mm — Minutes, SS = sec-
onds, mmm = milliseconds

e C: Sequential index of the folder. The index value is started with “1”” on the very first
PQZip session initialization and incrementing on every new folder creation. When the
value reaches 999 it resets to a “1” on with the next folder.

n |, ftp://192.168.1.1/CF_UPMB/PQZIPDATA_/

Organize™~

] Name Size Type Date modified Date created Date ac
B ] 1 FER_B4CESD_20090130053252776_236 | . FER_B4CE9D_20090122194651003_203
| FER_B4CE9D_20090130014541482_235 . FER_B4CE9D_20090122153653302_202
Pictures | FER_BACE9D_20090129215829413_234 | FER_B4CE9D_20090122110237782_201
N M kic | FER_B4CE9D_20090129181117576_233 | FER_B4CE9D_20090122051956027_200
More » | FER_B4CE9D_20090129142406336_232 | FER_B4CE9D_20090122010957581_199
FER_B4CE9D_20090129103653434 231 FER_B4CE9D_20090121210026589_198

The PQZip folders normally contain no more than 50 PQZip files.
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. ftp://192.168.1.1/CF_UPMB/PQZIPDATA_/FER_B4CE9D_20090130053252776_236/

Organize™~
] Name  Size Type Date modified

5 - || EF_B4CE9D_20090130084342549_42.PQ || EF_B4CE
SRR || EF_B4CE9D_20090130055103147_4.PQZip || EF_B4CE
Y Pictures |_| EF_B4CE9D_20090130060008406_6.PQZip || EF_B4CE
? Music || EF_B4CE9D_20090130060441014_7.PQZip || EF_B4CE
S || EF_BACE9D_20090130062251469_11.PQZip || EF_B4CE
|| EF_B4CE9D_20090130065007219_17.PQZip | | EF_B4CE

The PQZip files can be further recognized by a “PQZip” or “PQ” file extensions.
The “PQZip” extension files are “closed” and ready for download while the
“PQ” means that the file is still in a process. The PQZip file names are organized
as:

EF ABC

Where:

e A: Device serial number

e B: The date and time the folder was created. The format is: YYY-
YMMDDHHMMSSmmm
where YYYY = Year, MM = Month, DD = Day, HH = hour, mm — Minutes, SS = sec-
onds, mmm = milliseconds

e C: Sequential index inside the folder. The index value is started with “1” on the first file
created in the folder and increments sequentially with the next files in the same folder.

oy

The Date and Time used to construct PQZip folder
and file names are in UTC time format!

Integrated TelNet server

Telecommunications Network (Telnet) is a text-only (hon-GUI) user command
protocol terminal emulation program for TCP/IP networks such as the internet or
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a LAN. A Telnet client is often used to connect to a Telnet server in order to di-
agnose problems without specialized client software. The BLACKBOX Portable
device comes enabled from the factory capable of being used as a Telnet server.
In much the same way that we can enter the device through the Web as a GUI in-
terface or FTP to transfer files, Elspec supports the use of a Telnet connection in
order to perform specific high level administrative functions that are not accessi-
ble through other interfaces. In addition, the BLACKBOX Portable uses a Telnet
emulation interface over a RS232 port.

Telnet Client Application

The standard Telnet Client Application is available as part of a Windows opera-
tion system. The client can be accessed using a command line interface.

1. Type cmd on a run/search field on windows Vista or Start>Run on Win-
dows XP and press Enter.

Default Programs
»~ Search Everywhere

- Search the Internet Help and Support

2. On the command prompt type telnet and press Enter.
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=N C:\Windows\systemBZAcmd.exe

Microsoft Windows [Uersion 6.0.6801]
Copyright (c> 2806 Microsoft Corporation. All rights reserved.

C:\Users\Elspec>telnet

In case of error like below:

o reritcni o SR

Microsoft Windows [Uersion 6.8.608011]
Copyright <{(c)> 28086 Microsoft Corporation. All rights reserved.

C:\Users\Elspec>telnet

telnet’ is not recognized as an internal or external command.
operable program or batch file.

C:\Users\Elspec>

The Telnet client is probably not installed on the computer. To enable/install it,
launch Programs and Features on the control Panel. Then, turn Windows
features on or off and select Telnet client on the list.

E 4 =g X
é
E"; » Control Panel » Programs and Features v | 49 [l Searc o
s - - -_— -
Uninstall or g = N
View installed updates (Y Windows Features =8 X
o e at To uninstall a pf [ — ——— = = — — — = —
new programs online af . P>
Windows Marketplace Turn Windows features on or off © I
View purchased software OfggnizehAN] ‘ To tumn a feature on, select its check box. To turn a feature off, clear its ‘ ©
s ey RESE check box. A filled box means that only part of the feature is turned on. | Jled 1 +
€9 Turn Windows features on or I Adobe Flash R ( Removable Storage Management - 200
off B8 Adobe Readef | RIP Listener | p20c
[ imple services (i.e. echo, daytime etc
%> AOL Toolbar Simple TCPIP (i.e. echo, d ) h/20(
ZEATI Catalyst Ify| | & SNMP festure ip200=
i =
©3 Compatibility] | T::;tCIeNtﬂ | p20¢
z ‘ ien s
OCybeerk DV ¥! J. Windows DFS Replication Service iy
(@) CyberLink Yol | [ih20¢
255 ‘ v! J. Windows Meeting Space
&) DigitalPerson ¥ Windows Process Activation Service o
A, Elspec.Investidy| - 2o
"7 Gigasoft PE A/l - | p2oc
" 1HP Easy Setugd, — - L —i§/20(
53 HP Help and Support Hewlett-Packard 14/05/20¢
B HP Integrated Module with Bluetooth wireless tec... HP 10/09/20C
) HP Quick Launch Buttons 6.40 D1 Hewlett-Packard 14/05/20¢
) HP QuickPlay 3.7 10/09/20¢
" 1HP Tablet support for Mobility Center Hewlett-Packard 14/05/20C _
i . : = P T atac oot
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Establishing a Telnet Session

1. Type open [device IP] on the telnet command line.

C:\Windows\system32\cmd.exe - telnet

e lcome to Microsoft Telnet Client

Escape Character is ’CTRL+1’

Microsoft Telnet)> open 192.168.1.1_

The login line appears:

Gdk Login:

2. Use login name: ELSPEC (all cap letters)

G4k Login: ELSPEC
Password:

—>

3. And password: elspecelspec

When -> line appears, the telnet session is ready for use.

Telnet Commands

The Telnet interface could be useful mainly for an advanced operational proce-
dures such as restoring wireless router factory defaults (refer to page 153).

#

All Telnet commands and operations

are case sensitive!

PQZip Recording

The BLACKBOX Portable utilizes a unique compression technology (referred as
PQZip) which enables continuous gap-less recording of all electrical parameters-
related data for a significant time duration without the need of event thresholds
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of any kind. The BLACKBOX Portable device with standard 8GB of internal

memory can record continuously for a duration of several months or even a year
depending on the network pollution level.

Principle of Operation

PQZip compression technology is based on Lossy Compression Method which is

protected under US Federal Patent Law as well as by patent laws in several other
countries.

44500 BLACKBOX \

Waveform reconstruction, S Storage
RMS calculation

PQSCADA softway

This figure shows a simplified diagram of the compression/decompression proc-
ess performed with accordance with Elspec PQZip technology.

‘ ) Voltages and currents are being sensed and scaled to achieve a maxi-
mum resolution using the following A/D process.

‘ ) The waveforms are being sampled at 1024 samples per cycle resolution
for voltages and 256 samples per cycle resolution for currents.

, The resulting digital waveform representation is being passed thru FFT
e computation, resulting 512 spectral components (harmonics) per cycle
or voltages and 128 for currents.
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Every harmonic component is being analyzed and compressed indi-
vidually. Zero value components are being skipped. No zero harmonic

U components are being evaluated over time and only changes in a value
or angle are being recorded. The resulting data is being compressed
using industry known Lossless compression algorithms.

The compressed harmonic data is being organized in blocks of up to 5
minutes of concurrent cycles and being stored along with the measured
frequency of every cycle and reference time stamps into a PQZip file
residing on the onboard flash memory. The typical compression ratio
expected as a ratio between incoming data volume on block 3 and the
data being stored is 1000:1.

€

The PQZip files can be downloaded automatically or manually using
the integrated embedded FTP server to the Mobile Analysis Lab or any
other computer system for further storage and analysis.

The compressed data is then reorganized and optimized for fast access
while in a compressed state. The resulting data is stored in the SQL
database for long term storage.

When required, the data is decompressed, recovering a full harmonic
spectrum for each cycle along with the associated time stamps.

The spectral data can further be used to reconstruct any individual cy-
cle’s waveform in the same resolution as at the input module (1) with
accurate time and cycle duration. Any possible electrical parameters
can be calculated based on the data by retrieving precise accuracy and
wave shape.

The waveform displayed by the Investigator application is recon-
structed based on compressed spectral data of every concurrent network
cycle. In addition, virtually any electrical parameter can be calculated
based on that data and displayed at any resolution or time span.

Operation

The PQZip recording does not require any site-specific configurations. As de-
fault, all units leave the factory with PQZip recording being switched ON, and
the instrument will start recording all channels automatically even on the first
power on. The PQZip active state is further defined as a normal operation condi-
tion (refer to Operational Status Indicator on page 26).
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Configuration

The PQZip status and Configuration page is located under a service section on
integrated WEB server interface (refer to page 31)

=) N Y Y 4 |
&'\ : . nc"l H L‘-—"‘:
- L) L o

MONITORING ENERGY POWER QUALITY SERVICE MULTI-IO

REMOTE CONTROL =]
Setup ’ Apply changes ] ’ Refresh data ] [ Erase PQzip Data ]
* Unit Setup
- Network Setup PQZIP Information State: Enable Tolerance (%)
" Power Setup
Compression 100.000 % V, 0.0977
" Evenis Sefup
Start time 09/12/2008 12:06:51 UTC Vz 0.0977
" Display Setup
Current file EF_B4CESD_20090126170659367_9.PQ Vg 0.0977
" RS-485/422
Vy 0.0977
« Firmware 5
Upgrade Compact Flash Information I 0.0977
* PPP Setup Free CF space 991.7 MBytes L, 0.0977
Diagnosiics Total CF space 8025.1 MBytes Iy 0.0977
" System Log CF Model CF 8GB Iy 0.0977
* Network Status CF Revision 20060729CF 8GB
* Power Siaius CF Senal # 2008A 0000057429
* GPS Module
et Alerts PQZip Configuration
PQZip Mode Quality Thresholds (%)
Fixed Quality - \ 01 01
File Capacity Record Mode Record Type
Smin  ~ FULL ~ PQSCADA3x ~

Administrator-user privileges are required to perform any change in configura-
tion (refer to Login Page on page 43).

When modification is requested and the logged-in user privileges (the login
password) are less than administrator, you will be prompted to perform a login
with the Administrator password to allow modification.
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MONITORING ENERGY POWER QUALITY MULTI-IO

REMOTE CONTROL Password. seses| Login 3
Setup

You are not authorized to access this feature. Please re-login with the correct password.
* Unit Setup

[ Apply changes ]I Refresh data I[ Erase PQzip Data I

* Network Setup

1. Type the Administrator password and press Login.

MONITORING ENERGY POWER QUALITY MULTI-IO
REMOTE CONTROL 2
Setup [ Apply changes ] [ Refresh data ] [ Erase PQzip Data ]

* 1init Qahin

2. Press Apply changes again to complete the change action.

Enabling/disabling

To disable the recording operation, change state to Disabled and press the Apply
changes button.

MONITORING ENERGY POWER QUALITY MULTI-IC

REMOTE CONTROL =}
Setup [ Apply changes l [ Refresh data ] [ Erase PQzip Data ]
* Unit Setup
sttt PQZIP Information State: Enable |~ | Tolerance (%)
* Power Setup
———————————————  Compression 100.000 % (SRS v, 0.0977
* Events Setup
Start time 09/12/2008 12:06:51 UTC v, 0.0977
* Display Setup
Current file EF_B4CE9D_20090126170659367_9.PQ Vj 0.0977
* RS-485/422
FIFO Concept

PQZip files are maintained on a local flash memory in a FIFO (First In First Out)
concept. This means that the file storage operation never stops, and when mem-
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ory becomes full, the oldest files are deleted automatically to free required space
for the newest data.

Fixed Quality versus Fixed Ratio

The most important parameter defining the actual compression ratio, (which de-
termines the amount of storage required and maximum time continuous data can
be stored) is a PQZip threshold value or Tolerance as it referred on the WEB

page.
The Tolerance defines what change in an individual harmonic would be defined
as significant enough to store and being reproduced afterwards. The tolerance

value is defined in percentage to the full scale or nominal reading for the specific
channel.

It is assumed that changes within 0.1% of nominal would have no importance in
further power quality investigation, and the values within that range are averaged
to store the representative value only. The basic and factory default tolerance
value is normally defined as 0.1%. However, on some sites/networks that value
can still be considered too tight, for example, a highly fluctuating load or voltage
lines.

It is most likely that a user would prefer increasing a tolerance value for currents
or voltages or even both in order to achieve better compression ratios on highly
polluted network locations. The BLACKBOX Portable provides the possibility
of automatic adjustment of the actual tolerance value presuming a compression
ratio defined as amount of data being stored per month.

That option is called Fixed Ratio. When selected, the user is requested to define
the amount of data to be stored per month (Monthly Ratio) in MB.

PQZip Configuration

PQZip Mode Monthly Ratio V/1 Relation (%)

Fixed Ratio = 700 MB 66 -
v |

Usually, slight voltage spectral changes have higher importance than current
changes. Therefore, the amount of data which could be stored for voltages may
be determined as greater than for currents. The V/I Relation parameter defines
the relationship between the data (a part of the Monthly Ratio) reserved for volt-
age. If the voltage portion is larger than currents, the system will define a tighter
tolerance for voltages than for currents.
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The alternative way is to define and fix the tolerance values for both voltages
and currents to some user preferred value. This option is called Fixed Quality
since in that case the data will be stored at the same tolerance/quality at all times.

PQZip Configuration

PQZip Mode Quality Thresholds (%)
v 01 0.1
Record Mode Record Type
FULL - PQSCADA 3x -

When Fixed Quality mode is selected, you are requested to define the tolerance
value for voltages and currents separately were the factory default value is 0.1%.

File Capacity

The File Capacity parameter is used to define the maximum time each PQZip
file will comprise. The file can be downloaded and data can be analyzed only
when the file is closed, so if you expect to monitor the data on the Investigator
application shortly after the data is being collected, you should choose low time
durations. For all other cases, longer durations are recommended so compression
ratios can be slightly improved.

PQZip Configuration

PQZip Mode Monthly Ratio V/l Relation ('
700 MB 66

30 min
60 min v
90 min
120 min Record Mode Record
150 min
5 min FULL - PQSCAD!

Record Mode

The Record Mode parameter defines whether PQZip files will comprise FULL
data or event time stamps only (LIGHT mode). The default setting is FULL.
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Record Mode

FULL ||
FLLL
ime ey LIGHT  Fed
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Record Type

Starting from PQSCADA version 3.0, the PQZip file structure and algorithm has
been improved to gain better compression and data accuracy. When PQSCADA
3.0 or higher version is used, it is recommended keeping a PQSCADA 3.x set-
ting.

Record Type
PQSCADA 3x|~|

Erasing All PQZip Data

By pressing the Erase PQZip Data button it is possible to clean the memory
from the all files being recorded. This operation requires Administrator-level
privileges and prompts for confirmation to avoid unauthorized data deletion.

Al

-
Windows Internet Explorer |_

{0} Are you sure you want to erase PQZip data?

0K | | Cancel

The Software

PQSCADA Suite
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PQSCADA server

120

SQL Database

Incoming data folder
PRSCANR

aNagementiStood;o
Enterprise sdition

Mobile
Analysis Lab

Power Quality
lavestigater & BETR

The PQSCADA Software Suite is installed on a Mobile Analysis Lab computer
(or other laptop/computer) providing unparalleled data monitoring and analysis
functionality for the BLACKBOX Portable devices. For software installation in-
structions, please refer to the PQSCADA installation manual or contact your lo-
cal Elspec distributor.
The PQSCADA software suite:

PQSCADA server

PQSCADA Management studio

Elspec Power Quality Investigator

MS SQL 2005/2008 database engine

PQSCADA Server

The PQSCADA server is the heart of the BLACKBOX data management and
analysis system. The main functionalities of the PQSCADA server are shown in
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the figure above and further described below with corresponded numbering
marks:

Data collection (Downloading): The PQSCADA server system is re-

. sponsible for collecting all continuous data (PQZip files) from a con-

Q./ nected device automatically. When the device is connected (wired or
wirelessly) the PQSCADA server automatically checks for any new
data availability using an FTP® communication protocol.

Placing new files into the Incoming data folder: All new PQZip files

/4 found on a connected device are copied (the original files remain on
device) to a temporary location on a local hard drive “Incoming data
folder”.

Data processing and storage: The next stage is data processing, in

which the data is being organized for storage and quick access (Stage

1) and then a variety of electrical parameters are being calculated

e/ (Stage 2) based on the raw PQZip data. The reorganized PQZip data, as
well as the calculated parameter statistics are being stored in a local
SQL database. The files which have been processed and successfully
inserted to the database are then removed from the Incoming folder

Networking: The PQSCADA server integrates a dedicated HTTP (de-
- fault port 80) interface that communicates with the PQSCADA Man-
agement Studio (interactive management application) and the Elspec
Power Quality Investigator (data analysis application) running on either
the same or different machine.

N
/

C

PQSCADA Management Studio

The PQSCADA Management Studio is an interactive tool which provides full
control and monitoring of all of PQSCADA’s activities.

® Refer to page 97 for more details
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Administration Console

= SCADA M. t Studio 34110 (=IO x )
View Administration

£ % & ax B

Delete Node Stop || Preferences

Components PQS Semice || Preferences
| Components 1P Address Downloading Data Processin a Database
- Local Computer
-8 My Ste
1G4500 192.168.1.1 Checking for new files. Processing stage 10of 2 1.8 GBytes / 225.2 GBytes

Idle

The main PQSCADA Management Studio’s window is a hierarchical table/grid
with following columns:

e Components

e |P Address

¢ Downloading

o Data Processing

e Database

Components

The PQSCADA suite is designed to operate and manage a virtually unlimited
number of BLACKBOX devices, both Portable and fixed. The physical device is
represented under the system by the term Node.

The NODE is the software component which represents data taken by a physical
device such as BLACKBOX Portable or a fixed G4k model.

The SITE is a software component which represents a group of Nodes. The
SERVER is the representation of the physical machine (Analysis lab) on which
the PQSCADA server application is installed.
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The Node Status Fields

Component
. . Right Click
Status Description
Menu
e Refresh
The name The given name to the node * Rengme
e Configure
e Delete
“Needs The node requires upgrade. Use : Sefr;aasdhe
Upgrade” Upgrade on right mouse click menu. P9
e Delete
IP Address
Status Description
e Open in Ex-
IP Address or host name in The IP Address is plorer
hyperlink format defined. e OpeninFTP
e |IP Setup
No IP Address is e |IP Setup
"No IP defined" defined,
Link is disabled.

Downloading

The Downloading field displays the status of the data downloading process.
Below is the list of status variations could be expected on that field.

Status Description

Right Click Menu
e Schedule operation

e |IP Setup
"Disabled" in light The FTP downloading e Folders setup
gray service is disabled. e Open incoming
folder
e Enable
e Schedule operation
o |IP Setup

"No IP defined" in
light gray

IP address not defined.

FTP downloading ser-
vice is disabled.

Folders setup
Open incoming
folder

Enable
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Status Description Right Click Menu

e Refresh
e Force connection attempt
Schedule operation

No communication
IP was set.

Irﬂec;v‘\:/ﬁgslré device is not : ::Polzztrl;psetup
Check physical con- Qg !n EplerE
nection. e OpeninFTP
e Open incoming folder
e Disable
e Refresh
No communication e Force connection attempt
IP was set. Login fail- e Schedule operation

e |IP Setup

ure
Eitter3 [l (il Use IP Setup to veri- e  Folders setup

fy/modify FTP user e Open in Explorer

name and/or pass- e OpeninFTP
word. e Open incoming folder
e Disable
e Refresh
e Schedule operation
" i IP Setu
Next attempt in XX Waiting for the next * P
seconds" o e Folders setup
communication at-

e Open in Explorer
e OpeninFTP
e Open incoming folder
e Disable
e Refresh
e Force connection attempt
e Schedule operation
Communication estab- e |P Setup
lished, e Folders setup
Checking for new files o  Open in Explorer
e OpeninFTP
e Open incoming folder
e Disable
e Refresh
e Force connection attempt
e Schedule operation
o |IP Setup
Downloading new files e Folders setup
e Open in Explorer
e OpeninFTP
e Open incoming folder
. Disable

tempt

"Checking for new
files..."”

"XXX kB/sec" in
normal color
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Status Description Right Click Menu

e Refresh

) . e Force connection attempt
PQZip folder is full due «  Schedule operation

to folder limitations.
Error: Incoming folde e |P Setup
Use Folders Setup to
full e Folders setup

modify the Incoming Open in Explorer

folder quota or free

some disk space. Open ?n FTE
e Open incoming folder
e Disable
e Refresh

e [Force connection attempt
e Schedule operation
PQZip folder is full due o IP Setup
to disk space limita- e Folders setup
tions. e Open in Explorer
e OpeninFTP
e Open incoming folder
e Disable
e Refresh
e Force connection attempt
e Schedule operation

i i . . . IP Setu
Error: incoming folder| The incoming direc- i p

tory is missing. * Folder§ setup
e Open in Explorer

e OpeninFTP

e Open incoming folder

e Disable

e Refresh

e Force connection attempt
e Schedule operation

Error: Disk full

. — Cannot write the e |P Setup
Error: cannot write file iRt I R Tgts e Folders setup
disk e Open in Explorer

e OpeninFTP
e Open incoming folder
e Disable
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Data Processing

The Data Processing field displays the status of the PQZip data processing
engine. Below is the list of status variations could be expected on that field.

Description Right Click Menu

e Folders setup
¢ Define 'time of interest' interval
e Configure service
e Open incoming folder
e Open 'bad files' folder
e Open data backup folder
e Enable
e Refresh
e Force file parse attempt
e Folders setup
¢ Define 'time of interest' interval
e Show/ modify data channels
"Processing stage 1 Stage 1 (PQZip configurations
of 2" parsing) e Configure service
e Open incoming folder
e Open 'bad files' folder
e Open data backup folder
e Disable
e Recalculate data
e Refresh
e Force file parse attempt
e Folders setup
e Define 'time of interest' interval
e Show/ modify data channels
Stage 2 (Recalcu- configurations
late summaries) e Configure service
e Open incoming folder
e Open 'bad files' folder
e Open data backup folder
e Disable
e Recalculate data

"Disabled" in light The service is
gray color disabled.

"Processing stage 2
of 2" in normal col-
ors
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Status Description Right Click Menu

e Refresh

o Force file parse attempt

e Folders setup

¢ Define 'time of interest' interval
Database is fullor e Configure service
unavailable e Open incoming folder

e Open 'bad files' folder

e Open data backup folder

e Disable

¢ Recalculate data

o Refresh

e Force file parse attempt

e Folders setup

e Define 'time of interest' interval

¢ Show/ modify data channels

A Idle, no new data configurations
Waiting for new . . ) :
” found in Incoming e Configure service
data : .
folder e Open incoming folder

e Open 'bad files' folder
e Open data backup folder
e Disable
e Show last day log
e Recalculate data
e Refresh
e Folders setup
¢ Define 'time of interest' interval
e Configure service
“Bad files” folder e Open incoming folder
full is full. e Open 'bad files' folder
e Open data backup folder
e Disable
e Show last day log
e Recalculate data
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Database

The Database field displays the status of the Node’s database. Below is the
list of status variations could be expected on that field.

Status Description Right Click Menu
Login Error. The administrative
access to the database was denied.

i : Login
Please select Login setup option on e Login setup

right mouse click menu.
Database is full. The database size

has reached its maximum state. e Refresh
full Please resolve that issue on Size e Login setup
limitation setup, free more disk e Size limitation setup

space or truncate unnecessary data.
o Refresh
e Login setup
e Size limitation setup

SOOI Online : Iliadt(up
YYY MB estore
e Delete data
¢ Re-index

e Import data
e Export data

128 The Software | Elspec



G4500 BLACKBOX PORTABLE OPERATIONAL MANUAL RaW[E g2leke

Elspec Investigator

The Elspec Power Quality Investigator is an innovative tool which helps explore

electrical network anomalies
click simplicity.

and investigating power quality issues with mouse-

Elspec Investigator is a client application that communicates, receives, and dis-
plays data from the PQSCADA server system (refer to page 120). The com-
munication performed uses a standard HTTP protocol (port 80), so it is firewall
friendly and can be easily used over local LAN and/or over the Internet.

@, Eispec Investigator 22.035 Beta

i File View Settings Tools Windows Help

¢ 12/12/2008 03:01:44 v 10/02/2009 00:12:59 M D

- 03:01:44,2008 10T 12 WE DN

02012008 13/01/2009 230172009 031022008

Value.L3 Voltage G4500@My Site [l Value,L2 Voltage G2500@My Site Il Value L1 Voltage G4500@My Site [l \

E FTrend 1| TrendGrid 1
BOEEE % @@ B B P
Voltage G4500@My Site
260V
20V
20V
20V
] Curent 180V
@ {E2] Harmonic Voltage
Harmonic Current 160V
] THOv
= I THDi 140V
@ {[] Crest Factor
@ @ K-Factor B
@ [ Unbalance
.
100V
v
50V
Qv
i 0V
e[ Freauency
=@ o -
& {08 Compisnce 12122008 2122008
00:12:59,2009 X119 10 @28 I
GA500@My Site: response arrived

My Site: Refresh completed

<OTWA I 08

"F=TPQSCADA Manage...
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Getting Started

Initially, the Investigator application appears with a window as shown below.

@, Elspec Investigator 2.2.0.35 Beta

: File View Settings Tools Windows Help
(A 1] @ ] In order to start working. you need to create a view of one ofthe following types:
New Trend View (Reqgular Power Qulaity parameters data over time)
New Events View (Power Quality Events)

New Spectrum View (Harmonics spectrum within time range)

New Summary View

New Trend Grid View

The panel on the left titled Measurement Points appears blank. In order to start
working with the tool, you need to add a PQSCADA SITE to work with.

Adding a Measurement SITE

Automatic Scan

When the PQSCADA server application is running on the same machine,
such as in the Mobile Analysis Lab, the most convenient way of adding a
site is by automatically scanning for local sites functionality. This Scan Lo-
cal sites procedure is available in the File menu. This tool makes use of UDP
broadcasting on port 885 in a similar manner as the Elspec Search utility
searches for G4k devices.

Eile | View Settings Tools Windows Help

New View >
Y Add Node or Site Ctri+A n order to start working. you need to create a view of one of the following
Scan Local Sites | New Trend View (Regular Power Qulaity parameters data over t
J Save Workspace Ctrl+S New Events View (Power Quality Events)
Save Workspace Az New Spectrum View (Harmonics spectrum within time range)

N Open Workspace Ctrl+O :
New Summary View

New Trend Grid View

Clear Workspace >

Exit Ctrl+X
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However, in some situations, the tool may fail to discover local sites, due to
some of the following reasons:

e The local firewall prohibited UDP broadcasting.

e The Elspec Search tool is running and making use already on UDP 885
port.

e The local site is down or unreachable.

If the automatic scan procedure does not provide sufficient results, it is rec-
ommended adding the SITE manually as described below.

Adding a SITE Manually

a) To Adda SITE manually, choose Add Node or Site option from File
menu.

Eileltﬁew Settings TJools Windows Help

New View > eting Starte
Y Add Node or Site Ctrl+A In order to start working. you ne¢
Scan Local Sites New Trend View (Reqular
# Save Workspace Ctrl+S New Events View (Power
Save Workspace As... New Spectrum View (Har

N Open Workspace Ctrl+0O
New Summary View

Clear Workspace >

New Trend Grid View

Exit Ctrl+X

b) Type afull URL for the SITE.
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File View Settings Tools Windows Help

In order to start working, you need to create a view of one «

(D Add Site Or Node @

e = wa

Please type the address of a Site or Node, and press OK:
http://

OK Test Connection v Cancel
For example: if the computer is connected to Internet, the following site
could be added: http://pgscada.com/demosite

This site is managed by the Elspec computer system and provides conti-
nuous measurements from an actual facility with multiple G4k devices.

When PQSCADA server software is running on the same computer, the site
URL can be easily obtained from the PQSCADA management studio appli-
cation by:

a) Right mouse clicking on SITE under PQSCADA management studio

b) Choose Copy Link as shown below.
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o R

View Administration
f & i ax
Add Node
Components
Components IP Address
L‘J"v Local Computer
Reirests 52168.1.1
] Copy link
Add node
Rename
Configure
Delete

c) Then paste the link under Add Site or Node window, as shown below:

File View Settings JTools Windows Help

A [ i@ orde ) one of the follo
> Add Site Or Node T e ——

Please type the address of a Site or Node, and press OK:

ito /]
Undo

oK Cut

Copy
Paste
Delete

Select All

Right to left Reading order
Show Unicode control characters

Insert Unicode control character >

Open IME

Reconversion

The full URL link to the site managed by a local PQSCADA server will
appear.
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Eile View Settings Tools Windows Help

leasurement Points ] etting Started

Al [ i G s orki uneedtoc view of one of the following types:
@ Add Site Or Node R - X rs data over time)

Please type the address of a Site or Node, and press OK:

http://Aocalhost/PQSCADA/ELSSITE_1b123892841947d6bd 19a 1ec8e 1dSacf :
me range

OK Test Connection Cancel

Information

(0} Test Successful

It is recommended that you press the Test Connection button before OK to
ensure that the URL is valid.

When successful, the site will appear on the Measurement Points panel.

File View Settings Tools Windows Help

A [ i ] In order to start working. you need to create a view of one of the following types:
= gy ;‘;00 New Trend View (Reqular Power Qulaity parameters data over time)
- New Events View (Power Quality Events)

New Spectrum View (Harmonics spectrum within time range)

New Summary View
New Trend Grid View

Operation

The Investigator application can present the recorded data in 5 different ways.
The data representation is called a View. To start work with the data analysis, it
is necessary to choose the view type first.
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File View Settings Tools Wi

A0 EE | Inorderto startworking, you need to create a view of one of the following types:
2 My Site

New Trend View (Reqular Power Qulaity parameters data over time)
¥ 64500

New Events View (Power Quality Events)

New Spectrum View (Harmonics spectrum within time range)

New Summary View
New Trend Grid View

The view types available are:

e Trend View: An historic data representation where user-selected electrical parameters
are presented as a trend graph in a continuous time frame

o Events View: A table of events captured/detected by the device according to the
“Power Quality compliance program” (refer to
Power Quality Section on page 60)

e Spectrum View: Useful for harmonic spectrum representation including voltages, cur-
rent and power harmonics

e Summary View: Displays summary information over a defined period of time, includ-
ing maximum, minimum and true mathematical averages of any parameter over a time
span defined by the user

e Trend Grid View: Similar to the trend view, but with a grid/table style display

The Multi-View Concept

The Elspec Investigator supports a multi-view operation, which means that
you can open and operate a number of views of any type simultaneously.
When a new view is created, it appears as a blank screen and is docked as a
tab in the working area.
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File View Settings Tools ows Help
: Trend 2
AnEEs \fg o g 6w o 57
.My Site |
- 9 G4500
+ @ Voltage
* @ Current

* Harmonic Voltage
* Harmonic Current
% (B3] THOv

+ (] THOI

* [E] Crest Factor

* [E] K-Factor

#-|[] Unbalance

* @ Flickering

| Active Power

Any open view has its own number of parameters and time span, so it is possible
to display different data or different time spans simultaneously using a number
of views.

Generally, the operation can be simplified as a 4 stage process:

Tools Windows Help

N trend2 b vx
% B @ A0

Site My Site added

@ Eispec Investigator 2... | & PQSCADA Manage.

Select the view
Select the parameters

Select the time span

A w bdhoE

Press a query button and receive the data
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i file View Settings Tools Windows Help

(T B

T

Trend 1 | TrendGrid1 |

4bwX

=% My Site
= 8 64500
=[] votiage
B2V

& Value

@ [ KFactor

@ @0
® [[E] Compliance

R

e 2+ O 0 ¢ sz v 10/02/2009 00:12:59 <Y

260V

240V

180V
160V
14V

120V

60V
4V

20V

ov
1211212008

Voltage G4500@My Site

100V Voltage G4500@My Site

00:12:59,2009 X119 10 W78 I - 03:01:44 ,2008 1MT 12 'WE 1N

221122008 021012009 13/01/2009 2310172008 03/02/2009

Value L3 Voltage G4500@My Site [l Value,L2 Voltage G4500@My Site [l Value,L1 Voltage G4500@My Site [ll ‘

G4500@My Site: response arrived

My Site: Refresh completed
L

You can add/remove parameters any time and choose any time intervals.

5 Seconds

The data can be further zoomed in and out using a mouse from/to any time
resolution.

Elspec | The Software Ky



G4500 BLACKBOX PORTABLE OPERATIONAL MANUAL

Elspec Search Utility

The Elspec Search Utility is a small yet useful tool that allows searching and the
ability to determine BLACKBOX family device IP addresses sharing the same
local LAN. The Elspec Search makes use of UDP broadcasting, sending a please
respond message to all devices on the LAN and displaying the resultant list of all
devices responding to it.

Obtaining the Search Utility

Elspec Search is a small program which does not require installation and is
available free on the Support/Downloads section of Elspec WEB site
http://elspec-Itd.com

Power Quality Solutions

COMPANY SOLUTIONS & APPLICATIONS PRODUCTS & SERVICES AGENTS LOCATOR SUPPORT CONTACT US
i ———— | s | | ——— i e—a |

Search

SUPPORT

Software:
- Top FAQs
Download the latest Elspec Blackbox software, including firmware, Elspec Search,
®  Downloads Investigator, Enterprise PQSCADA and utilities.

®  Technical Notes Software:

. Contact Support E
—J ElspecSearch

. Marketing Material

EI PEGraph
®  Product Registration El PQSCADA V.3.1.1.10 (December 2008)

Important: please download and read the following manuals prior to PQSCADA installation:

'@ PQSCADA Clean installation quide
PQSCADA Upgrade quide

Utilities:
EJ Microsoft .NET35 Install

Top of Page +

Alternatively, it can be downloaded directly from:
http://www.elspec.biz/ElspecG4k/ElspecSearch13.exe.

Or, found on the Elspec PQSCADA disk.
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Since the program is small and does not require installation, it is recommended
copying it and operating it directly from the computer Desktop.

Operation

Initially, the program will most likely be detected by a firewall system as trying
to open UDP port 885.

(@ o e R =

@ Windows Firewall has blocked some features of this program

Windows Firewall has blocked this program from accepting incoming network connections. If you
unblock this program, it will be unblocked on all domain networks that you connect to. What are
M the risks of unblocking a program?

Name: ElspecSearch.exe

Publisher: Unknown

Path: C:\use's\\desktop\elspecsearch.exe
Network location: Domain network

What are network locations?

This program has already been blocked or unblocked for a different network location.

| Keepblockng

If so, the above or similar window will appear prompting an operation approval.
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' It is highly important to enable the operation on the
first run by pressing the “Unblock” button. Failure to
do so will permanently disable the operation without
any further notification.

Some organizations do not allow manual firewall con-
figuration as a part of a corporate policy. Contact
your system administrator for assistance in opening
UDP port 885 when necessary.

When initiating a scan procedure, the utility appears as a grid displaying all
BLACKBOX devices found on the network.

DN e

File Mode

% |IP Address Unit Description | SubnetMask | Gateway IP |IP Mode |PHY |Firmware |Hardware |Serial Mumber |
192.168‘1‘1WEE|E G4500 255,255.0.0 |192.168.1.254 |Fixed Main | 0.3.50.8 2u2x1x0 5E.70.07.B4.CE.SD

ersion: 1.3, IP: T92.168.1.110, SubMet: 255,255, 255.0, AutoRefresh is: OFF

Once open, the scan procedure can be manually prompted by using the
File>Refresh List menu as shown below.

{® Elspec Search

File | Mode
Save to csv file Unit Description | SubnetMask | Gate
Refresh list 4500 255,255.0.0 192,
Exit

As an alternative, the scan procedure can be configured to automatically refresh
each second. This can be done by setting the Mode>AutoRefresh to ON. The de-
fault state is OFF.

140 The Software | Elspec



G4500 BLACKBOX PORTABLE OPERATIONAL MANUAL

@ Elspec Search

File

AutoRefresh 3 0N Ctrl+A rsk |GatewayIF‘ ‘IP Mode |F‘HY |FirmwarE

TEACESNETE o OFF  ChileZ F.u 192.168.1.254 Fixed  Main |0.3.50.8

The Elspec Search list shows a variety of important information about every
BLACKBOX device found on network; most of it is helpful to identify devices.
However, probably the most important information is the IP Address of each de-
vice. This allows the initiation of WEB, FTP or Telnet session with the device.

Limitations

The Elspec Search utility can operate only as one single instance at a time, since
it uses a single and fixed UDP port. When more than one instance is running at
the same time — only the first one will operate correctly, the rest will show no
devices.

Useful Features

Launching WEB or FTP Session

B S L —
File Mode

3 iIP Address Ur
1 19.2.15,8.1.1 'A|1=:liu'. G-

The WEB and FTP hyperlink buttons on the right of the IP Address string launch
WEB or FTP sessions directly from the Elspec Search window.

oy

It is recommended that you define MS Internet Ex-
plorer© 7 as the default internet browser application.
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New Device Indication

[ (@) Elspec Search = | G
File Mode
% |IP Address Unit Description | SubnetMask | Gateway IP |IP Mode |PHY |Firmware Hardware |Serial MNumber |
1 192.168.1.1 WEB FTP G4500 255.255.0.0 |192.168.1.254 |Fixed Main |0.3.50.8 22 1x 5E.70.07.B4.CE.SD

Wersion: 1.3, 1P 192.168.1.110, SubMet: 255.255.255.0, AutaRefresh is: OFF

Every new device — one that wasn’t found on the previous refresh is marked
in green.

Restoring Factory Defaults

The device can be forced to restore the factory default network configuration
through a left mouse button double click.

r 8
@ Elspec Search |ﬂl

File Mode

Unit Description | SubnetMask |GabewayIP |IP Mode |PHY ‘Firmware Hardware |Seria| Mumber ‘
G4300 |255.255.0.0_| 192.168.1.254 | Fixed Main |0.3.50.8 2x 2 1nd 5E.70.07.B4.CE.SD

% Would you like to reset all IP setings on the
' 19216811 device to the factory defaults?

ersion: 1.3, IP: 192.168.1.170, SubMet: 255.255.255.0, AutoR efresh is: OFF

Please allow a couple of minutes for a change to take effect as the device
will automatically reboot, restoring factory default settings upon pressing the
Yes button.

How to....?

Replacing the Battery
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ESPEC 64500 Blacaox
[ Y Yo

‘L @ ~esa—
] L-’I[j[‘u]

The BLACKBOX Portable contains a lithium battery that will provide up to 2
hours of fully functional operation without an external AC/DC power source.
The battery requires no maintenance and is designed for long service life. How-
ever, if the battery shows a significant decrease in performance, it should be re-
placed with a factory original. Please consult with your local Elspec agency for
information on how to order a replacement battery. The following procedure
takes you step by step through the process of replacing the battery in the
BLACKBOX Portable device.

Before You Begin

We recommend that you have all of the following ready and available to com-
plete the battery replacement process:

e BLACKBOX Portable device
e Replacement Battery
e Phillips head screwdriver

e Flat head screwdriver
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Removing the Battery

Warning: We strongly recommend that you power down this

device and remove all connected power and
A communication cables before commencing ser-
vice.

1. Remove the Rubber Cover from the front side of the device.

2. Remove all screws from Front Bracket (6 flat, 2 Phillips).

3. Remove the Front Bracket with Antenna extended straight.
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4. Remove Battery Connector from the device terminal.




G4500 BLACKBOX PORTABLE OPERATIONAL MANUAL

Installing the New Battery

1. Place new battery in carriage.

2. Re- connect plug connector from battery to device terminal inside the device
(make sure wires are tucked into the device cavity).

Replace Front Bracket and secure with screws.
Replace Rubber Cover.

Re-connect all Power and communication cables.

© o &~ ©w

Power up to test connections.

ON | OFF

PC CAROD
LINK  PoEOUT RESET

Flashing Main or auxiliary power applied/Battery
blue charging.

Solid blue Main or auxiliary power applied/Battery is
fully charged.
No main or auxiliary power availa-

Red ble/Powered by internal battery.
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Disabling Proxy Server in Internet Explorer

BLACKBOX WEB SERVER

- _ TCP Port 80
e .
=" pisabled I

Enabled Proxy Server

A Proxy Server is a computer or application that functions as an intermediary be-
tween a web browser (such as Internet Explorer) and the Internet or Web Server.
Originally proxy servers were designed to help improve web performance by
storing a collection cache of frequently used web pages. With the advent of
much faster connection speeds to the Internet, proxy servers are now primarily
used in corporate networks to help improve security by filtering out some web
content and malicious software.

Using a web browser, you connect to the BLACKBOX Portable’s web server
through HTTP in much the same way you connect to the Internet. To view the
web server of the device or embedded router, access to TCP Port 80 is required.
Depending on the configuration of your LAN, (please consult your Network
Administrator), you may (not) have permissions set to allow direct access to Port
80 on the BLACKBOX Portable device. In such cases, it may be necessary to
disable the proxy server in Internet Explorer.
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To disable the proxy server:

File Edit Wiew Favorites Help
Mail and Mews [
Pop-up Blocker 3
Manage Add-ons...
Synchronize. ..

Windows Update

Windows Messenger

1. From the main IE main window, select Tools—> Internet Options.

The Internet Options window appears.

Internet Options m
| General I Security I Privacy I Content | Connections IPrograrns I Advanoed|
To set up an Internet connection, dick Setup
Setup.

Dial-up and Virtual Private Network setings ————————————————

Add...

Remove...
Choose Settings if you need to configure a proxy Settings
server for a connection.
(@ Mever dial a connection
Dial whenever a network connection is not present
Always dial my default connection
Current Mane Set default

Local Area Network (LAN) settings

LAM Settings do not apply to dial-up connections.

Choose Settings above for dial-up settings.

OK ][ Cancel ] Apply

2. Select Connection=>LAN settings.
The LAN Settings dialog box appears.
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LocalAreaNetwork (AN Setings, i i SES

Automatic configuration
i figuration may ide manual settings. To ensure the

use of manual settings, disable automatic configuration.

Automatically detect settings

‘ [ use automatic configuration script

Address |

Proxy server
Llseannwmhmwﬂhesesewﬂmtqﬂyln l
dial-up or VPN connections).
Address: | | Part: | a0 | Advanced

[]Bypass proxy server for local addresses

[ o [ cone |

Figure 1: LAN Settings

3. Uncheck all pick boxes.
4, Click OK.
5. Press F5 to refresh the browser window.

The Login screen appears.

Language

Password

Power Quality Solutions

| '- FI
I e
| y
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Establishing a Security on Wireless Interface

As a factory default setting, a BLACKBOX Portable is supplied with an unse-
cured wireless (Wi-Fi) interface configuration. This is probably the most con-
venient way of getting starting and using the device for the first time. However,
in practical usage scenarios, it is most likely that some level of security would be
required to avoid unauthorized access to configuration screens and/or the data.

The BLACKBOX Portable utilizes an industry standard wireless router which is
capable of providing a full list of security measures required for establishing a
fully secure and reliable wireless communication even on the most security-
sensitive applications.

The most simplified way of enabling a wireless security is using the wireless
router’s Setup Wizard (refer to Wireless Router on page 36).

Step 6 of the wizard allows setup of wireless security, turning ON WEP or WPA
encryption access and password control.

ﬂ £ | http://192.168.1.254/home.asp

e Edit View Favorites Tools Help

i | @ WLAN Broadband Router

WILAN Broadband Router

i%ne contents: 6. Wireless Security Setup
Status
B Setup Wizard This page allows you setup the wireless security. Tum on WEP or WPA by using Encryption Keys could
. Operation Mode prevent any unauthorized access to your wireless network.
&=

B Basic Settings =)

B Advanced Settings Encryption: None b

I Security

WEP
Al Control

i Access Contro WPA (TKIP)

i WDS settings WPA2(AES)

I Site Survey WPA2 Mixed

M TCP/IP Settings
M Firewall

I VPN Setting
M Management

[ Cancel | [ <<Back || Finished

The main selection is between two most popular security key exchange
and encryption methods:

WERP is the one of the oldest and probably still most popular encryption scheme. Some
security experts used to believe that this security mechanism it relatively easy to crack,
or break into, so it is not the best form of security for the wireless network. The pass-
word is defined as a 10 characters HEX number, which is quite easy to remember/use,
yet probably easier to break as well.
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e WPA s a latest wireless security technology that provides significantly stronger wire-
less data encryption than WEP. WPA uses a 64 character passphrase as a Pre-Shared key
and provides a much stronger security level.

WPA encryption scheme is recommended for all cases when the client de-
vice supports this scheme.

' Making changes in security configuration while con-
nected by a wireless interface is strongly discouraged.

Establish a LAN connection on port LANI to confi-
gure the wireless router.

WPA Configuration Example

£ | http://192.168.1.254/home.asp

e Edit View Favorites Tools Help

4h¢ | @ WLAN Broadband Router

WLAN Broadband Router

Site contents 6. Wireless Security Setup
B Status =

B Setup Wizard
B Operation Mode

This page allows you setup the wireless security. Tum on WEP or WPA by using Encryption Keys could
prevent any unauthorized access to your wireless network

M Wireless
M TCP/IP Settings
M Firewall Encryption: WPA(TKIP) ~
B VPN Setting Pre-Shared Key Format: Passphrase -
M Management
Pre-Shared Key: qwertyuiop

[ Cancel |[ <<Back | [ Finished |

1. To establish a WPA data encryption scheme using TKIP encryption technol-
ogy, select WPA(TKIP) from the list

2. Type a desired security key, then press the Finished button.
The BLACKBOX Portable unit is now wirelessly secured.

3. To establish a connection from the Mobile Analysis Lab select
Start>Connect to

4. Select the interface from the list and then right mouse click > Properties
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August 2010

. o
2] ‘ij Connect to a network

Select a network to connect to

Show [All -

&' EG4500_SE7007B4CE9D  Security-enabled network 'ﬂ!ﬂ
et =
<€ Cellcom_R Properties etwork ,ﬂ!ﬂ
Diagnose
&' Office-Wireless Security-enabled network “5“
- - 7

Set up a connection or network
Open Network and Sharing Center

[ Connect ][ Cancel

5. On the Properties window, select WPA-Personal , then TKIP.

GHIVU_JLIVVI DN LOV FVHCICoS INCUWOIN HKV'JCA&ICJ \——
Connecuon‘ Security |
Security type: [WPA-Personal '}
Encryption type: [‘nqp v]

Network security key eeeeceee

[ ok ][ cancel

6. Type the same security key as was used in router configuration and press
OK.
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7. Press the Connect button to begin a secure communication session with the
instrument.

Restore Wireless Router to Factory Defaults

The wireless router can be reset to the factory setting as a part of a complete in-
strument reset to default settings using the Reset button (refer to page 35).
However, in some situations, only the wireless router is intended to be reset leav-

ing the instrument’s settings without change.

The procedure described below is intended to restore to factory defaults only on
the wireless router.

The procedure requires establishing a Telnet session with the instrument.
(Refer to Establishing a Telnet Session on page 111).

1. On the Telnet terminal type the following wireless router reset command:

10_Int_Reset_Wifi()

@

All Telnet commands and operations are case

sensitive!

8 lelnet 192.168.1.1 -0y X
-~

4k Login: ELSPEC

Password:

> I0_Int_Reset_Wifi(

| 4

<!

2. Press Enter and wait a few seconds for the operation to complete.

When finished the function returns with the following:
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=M Telnet 192.168.1.1 =0

4k Login: ELSPEC

Password:

> I0_Int_Reset_Wifi()
alue = 8 = Bx0
>

The wireless router is now reset to its factory default settings.

Simplified Power Curve Verification (PCV) Report

The Power Curve Verification (PCV) Report is typically required by the Wind
Turbine Power Performance Measurement procedure, defined per IEC 61400-
12-1 standard. The typical report requires a continuous statistical aggregation
and periodical recording the following for several electrical and wind related pa-
rameters:

e mean value (Avg)
e standard deviation (StDev)
e maximum value (Max)

e minimum value (Min)

The BLACKBOX Portable implements a special reporting feature that performs
required statistical analysis onboard, without a need of an external PC or post—
processing of data. This feature can be extremely helpful in assisting a final PCV
report preparation, as well as in some other non-wind related applications.

The parameters available by default are:
e Total Active power (Avg, StDev, Min, Max)
e Frequency (Avg, StDev, Min, Max)

e Total Reactive power (Avg, StDev, Min, Max)

Please contact your local Elspec distributor if some additional parameters are re-
quired.
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Configuration

The PVC report Configuration is located in the Service/Power Setup section
(refer to Meter Readings Log on page 80). To enable this automatic re-
porting feature select Parameters on the Mode field.

Meter Readings Log

Mode Duration Log restart
— + 12 =, 00 -
- Day - e =

Local: 14:00

The Duration field defines the way the output files should be recreated. 1/Day
selection on file duration will force the system to produce separate files each
day, and the time a new file should be created is defined on the Log restart field.
In the configuration example above, a new report file will be generated each day
at 12:00 (UTC time).

Duration

The aggregation period for the statistical analysis is defined in the Energy Inter-
val configuration (refer to Energy Intervals on page 79).

The Outcome

The report Outcome file/s is/are created in the Reports folder on the main flash
drive. The files are available through an FTP interface on page 97).
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n ftp://192.168.1.1/CF_UPMB/

Organize v [ Views ~

Name Size Type Date modif... Date created Date acces...

More »

Documents

olders v | configuration PQZIPDATA. | Reports | system upload
Bl Desktop
[BE Elspec
Public
1% Computer
&¥ Network
@ Internet Explorer
1© 19216811
CF_UPMB
configuration
PQZIPDATA_
Reports
system
upload
[E control Panel
& Recycle Bin

File Format

The report files are created in MS Excel’s Comma Separated Values (CSV)
File Format.

The filename's Structure

DL log A to B.csv
Where:
e A Starttime stamp in format: YYYY_MM_DD HH_MM_SS

e B :Endtime stamp in format: YYYY_MM_DD_HH_MM_SS

For example: file “DL log 2009 _02_18 13 _10 00 to 2009 02 19
07_40_00.csv” is a report file was created at 18/02/2009 at 13:10:00 and fi-
nalized on 19/02/2009 at 07:40:00

While the file is being processed, the filename consists of only the start time
record.

The filename time stamps are in UTC time format (not local time).
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The Internal Structure

Below is an example of a typical file generated.

Device Name: Demo unit
UTCTime

The first two columns specify a time stamp in UTC and local area time of
the last data included in the statistical analysis presented by the row. The

18/02/2009 13:10
18/02/2009 13:20
18/02/2009 13:30
18/02/2009 13:40
18/02/2009 13:50
18/02/2009 14:00
18/02/2009 14:10
18/02/2009 14:20
18/02/2009 14:30
18/02/2009 14:40
18/02/2009 14:50
18/02/2009 15:00
18/02/2009 15:10
18/02/2009 15:20
18/02/2009 15:30

Local Time

18/02/2009 15:10:00
18/02/2009 15:20:00
18/02/2009 15:30:00
18/02/2009 15:40:00
18/02/2009 15:50:00
18/02/2009 16:00:00
18/02/2009 16:10:00
18/02/2009 16:20:00
18/02/2009 16:30:00
18/02/2009 16:40:00
18/02/2009 16:50:00
18/02/2009 17:00:00
18/02/2009 17:10:00
18/02/2009 17:20:00
18/02/2009 17:30:00

kW _Total_Avg kW_Total_StDev kW_Total_Max kW_Total_M

0.000007
0.000007
0.000007
0.000007
0.000003
-0.000007
-0.000007
-0.000007
-0.000007
-0.000007
0.000002
0.000006
-0.000007
0.000002
0.000006

0.002527
0.002673
0.002205
0.001662
0.006332
0.001534
0.001727
0.001222

0.00155
0.001538
0.006652
0.005164
0.001473
0.006656

0.00187

0.000029
0.000053
0.000053
0.000053
0.000053
0.000053
0.000053
0.000053
0.000053
0.000053
0.000053
0.000053
0.000053
0.000053
0.000053

-0.0000
-0.0000
-0.0000
-0.0000
-0.0000
-0.0000
-0.0000
-0.0000
-0.0000
-0.0000
-0.0000
-0.0000
-0.0000
-0.0000
-0.0000

start time for a record is, in actuality, the stop time for the previous record in
the file.
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Producing a Simple Time of Use (TOU) Energy Report

The BLACKBOX Portable is designed to produce a basic energy report file in-
ternally. The report is generated in a MS Excel Comma Separated Values (CSV)
file format and intended to be used for further Time of Use (TOU) report genera-
tion.

Configuration

The Energy report Configuration is located at a Service/Power Setup section
(refer to Meter Readings Log on page 80). To enable this automatic re-
porting feature select Energy on the Mode field.

Meter Readings Log
Mode Duration Log restart
— 12« 00 -
Energy v 1/Day ~ utc: '

Local: 14:00

Disable
Ener
704074 : -01: BE Ltd 20
E-70-07-B4[SPumm—i e 19/02/2009 17:01:08 spec

The Duration field defines the way the output files should be created. 1/Day se-
lection on file duration will force the system to produce separate files each day,
and the time a new file should be created is defined on the Log Restart field. In
the configuration example above, a new report file will be generated each day at
12:00 (UTC time).

Duration

The aggregation period is as defined as the Energy Interval configuration
(refer to Energy Intervals on page 79).
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The Outcome

The report Outcome file/s is/are created in the Reports folder on the main flash
drive. The files are available through an FTP interface.

n , ftp://192.168.1.1/CF_UPMB/

Organize™ > " Views v

_| Name Size Type Date modif... Date created Date acces...

vl
Documents H

More »

ders v configuation  PQZPDATA. | _ Repotts |  system upload
Ml Desktop
ﬂ Elspec
Public
1™ Computer
& Network
@ Internet Explorer
1® 19216811
CF_UPMB
configuration
PQZIPDATA_
Reports
system
upload
E Control Panel
£ RecycleBin

File Format

The report files are created in MS Excel’s Comma Separated Values (CSV)
File Format.

The Filename's Structure

MR log A to B.csv

Where:

e A: Starttime stamp in format: YYYY_MM_DD_HH_MM_SS

e B:Endtime stamp in format: YYYY_MM_DD_HH_MM_SS

For example: file “MR log 2009 02 18 13 _10 00 to 2009 _02_19
07_40_00.csv” is a report file was created at 18/02/2009 at 13:10:00 and fi-
nalized on 19/02/2009 at 07:40:00

While the file is being processed, the filename consists of only the start time
record.
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The filename time stamps are in UTC time format.

The Internal Structure
Below is an example of the typical file generated.

o - v c 9

UTCTime Local Time kWhin kWhout kVAh kVArhin kVArhou

19/02/2009 07:40 19/02/2009 09:40:00 0 0.000001 0.00001 0.000009 0.000001
19/02/2009 07:50 19/02/2009 09:50:00 0 0.000002 0.000023 0.00002 0.000003

19/02/2009 08:00 19/02/2009 10:00:00 0.000001 0.000005 0.000038 0.000031 0.000005
19/02/2009 08:10 19/02/2009 10:10:00 0.000001 0.000006 0.000051 0.000041 0.000008
19/02/2009 08:20 19/02/2009 10:20:00 0.000001 0.000007 0.000064 0.000052 0.00001
19/02/2009 08:30 19/02/2009 10:30:00 0.000002 0.000009 0.000077 0.000063 0.000012
19/02/2009 08:40 19/02/2009 10:40:00 0.000006 0.000012 0.000098 0.000079 0.000014
19/02/2009 08:50 19/02/2009 10:50:00 0.000008 0.000013 0.000112 0.00009 0.000015
19/02/2009 09:00 19/02/2009 11:00:00 0.000011 0.000014 0.000129 0.000103 0.000017
19/02/2009 09:10 19/02/2009 11:10:00 0.000012 0.000016 0.000145 0.000116 0.000019
19/02/2009 09:20 19/02/2009 11:20:00 0.000013 0.000019 0.00016 0.000128 0.000021
19/02/2009 09:30 19/02/2009 11:30:00 0.000017 0.000023 0.000182 0.000145 0.000022

o

w N e

The first two columns specify a time stamp in UTC and local area time of
the last data included in the energy aggregation presented by the row. The
start time for a record is, in actuality, the stop time of the previous record in
the file.

Available parameters are:

e kWhin

e kWh Out

e kVAhIn

e KkVArhIn
e kVArh Out
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